"... the systems approach is, in
fact, a constant debate between
different positions on society."

">> The basic idea of systems
thinking << is on the one hand
extremely popular and on the other hand
completely unpopular.

It’s popular because it sounds
good to say we think the whole system,
but it’s also completely unpopular
because it can seem like a whole set of
meaningless things.”
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INTRODUCTION

In the 1990s, domestic practitioners of military science had to make friends with new concepts.
Specific categories, such as defense doctrine, force reform, new enemy image, and adequate
defense, must be filled with concrete content which correspond to the Hungarian peculiarities. In
addition to these, there are also ideas that have recently been considered heresy, such as neutrality
and joining NATO's political organization, or training Hungarian officers in American academies.
This was a great challenge for Hungarian military science. However, it is precisely such challenges
that should drive science, including military science, to a new way of thinking, because new issues
require a new approach. Traditional thinking cannot provide satisfactory answers to new questions.

Of these new concepts, the greatest scientific challenge, in my view, is to fill the concept of
adequate protection with military content and to determine its extent, as this forms the basis for the
development of defense doctrine and force reform, but it could also have an impact on many other
areas of the new military policy. This is supported, for example, by the debate in the Soviet press
at the time, "How much protection is enough?" (,,Cxonbko o6opoHsl moctarouro?”’) [1-7]. More
publications in the Hungarian military literature currently deal with the content issues of enough
defense [8-9].

How can a Hungarian military researcher, especially an engineer dealing with the decision-
making information system of air defense, contribute to the processing of this complex issue?
When | faced this problem, I thought I would publish those results, which were created during the
description of the "environment" of the decision-making information system of air defense.

| have been researching the decision-information system of air defense for almost 30 years.
After several innovations, (which were not implemented for reasons beyond my control), in 1971
I examined the automation issues of the cooperation tasks of different branches of the air defense
in my dissertation [34]. Even then, | ran into the limitations of the IT approach, therefore, | was
already dealing with the tactical and organizational issues of cooperation. The most serious
problem in the system-based approach of the decision-information system was caused by, that the
air enemy as an environment, together with the operation of the air defense system, just as a result
of the air defense intervention, itself is constantly and significantly changing. However, the combat
models available at the time only described the interactions between air attack and air defense with
a very rough approximation, thus, they did not provide enough help to solve this problem. When,
in the early 80s, as a technical developer, | started to deal again with the automation issues of the
air defense decision-information system, | recognized that air defense and air attack as a system
can only be effectively researched in close connection [10]. The point of this was that when the air
defense combat is developed, air attack and air defense interact so closely that they form one
antagonistic system [11]. In this study, to propose the equilibrium issues of armed combat, i.e. the
quantitative side of enough defense, | proposed a verbal system model for the study of armed
combat, based on the recognition already mentioned, and demonstrated its applicability to air
defense combat. In the present dissertation, | further developed this model by extending it to the
foundations of a new, systems-based mathematical model of armed combat. Already here, | would
like to point out that a much more detailed model and the work of many more researchers are
needed to put this into practice and to deal specifically with the quantitative problems of enough
protection.
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The question may arise, why do we, Hungarian researchers, must look for new ways, why do
we not apply the achievements of foreign researchers in this field trace this back to two basic
reasons. One is that, for the world powers with the most advanced military research base, the issue
of adequate defense arises in a completely different dimension, since their armed conflicts cannot
be imagined without the use of nuclear-missile weapons. This may be evidenced, for example, by
a mathematical model published by an American researcher describing the armed combat of the
Blues and Reds [12]. The other reason, I think, is that the publication of truly usable models of
armed combat is still only done in a closed circle in the world.

In addition, the value indicators of the resources used for military purposes, on which the
model | propose are based, can only be applied with a great deal of uncertainty in the case of
military equipment and military technology from the Soviet Union. This is well illustrated by
Kunadze's question, already quoted, that "... does military equipment have a price, or does it merely
have a cost ...?" [7],

During my research, being alone researcher, | basically used the method of literature research,
generalization of my own experiences and professional debates, as well as thought experiments. In
developing the foundations of the mathematical model, in addition to perceiving the necessary
uncertainty in the case of social systems, | sought adequate accuracy with the verbal description
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1 ARMED COMBAT AS A SYSTEM

According to Conant and Ashby, "a good controller of a system is also model of the system".
[13]. In the case of armed combat, this devices that the command of the defense system makes
decisions based on the model of the own system and of the enemy attack - and vice versa - changing
the state of its own system, taking into account the expected changes in the opposing system'’s
reactions.

If we invert this theorem, we can say that the leading element of the system of defense and
attack controls the system on the model of which it makes its decisions. And this system is the
armed combat itself, which is formed by defense and attack as subsystems and their antagonistic
interactions, and which can be called a system of the armed combat.

The schematic structure of armed combat as a system is illustrated in Figure 1. The
characteristics of cybernetic systems are well recognizable in the model: the inputs and outputs and
the relationships between the individual subsystems that form the feedback within the system.
Here, we consider as an object, through which the final output of the system is created, the military
or civilian facilities, combat elements, their groupings and areas, protected by the defense system,
which are the target of the enemy attack.

Accordingly, if we consider the armed combat - as a working hypothesis - as a system, in the
first approximation we contradict one of the basic tenets of system theory, Churchman be
formulated as: "Systems are made up of sets of components that work together within the system
for the main purpose.” [14]. However, if we can define the purpose of the system and see that it is
in the interest of both subsystems within the system to achieve it, then this contradiction will only
be apparent.

So, what can we consider the goal of armed combat as a system? To define this, we must first
examine the system characteristics of the two subsystems, attack and defense.

We will first describe the attack, in the absence of which the defense cannot be interpreted
either.

1.1 One subsystem of armed combat: the attack

By attack we device the organized system of used to fight against the designated object forces
and devices and their activity.

The main purpose of the attack is to detect, destroy, capture or take occupation of the
designated military and/or civilian object (area). Its task is to transport the amount of armed forces
necessary to achieve the goal to the area of the object and to carry out its information gathering,
destructive, radio-electronic and diversion interception activities or to occupy the object.

If the object is protected by a defense system and an armed combat develops, then, as we can
see in Figure 1, the attack can solve its task only by breaking through the defense. In this case,
complete paralysis of the defense system is also set as a sub-target of the attack. Achieving the
main goal of the attack depends on the effectiveness of the defense, that is, the closer the attack
approaches the goal of completely paralyzing of the defense, the more likely it is to be able to
perform its object-related tasks — its main goal.
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Armed Combat System |

I:> Attack Subsystem

Figure 1. Armed combat system

The inputs and outputs of the attack subsystem are partly related to their own (leading and
cooperating), and partly to the enemy (target object and the system of protection that protects it) or
the neutral (atmospheric and terrain) environments:

e R!'- human and technical resources from their own environment enter the armed
combat system, which is its main input;

e | - the attack system obtains information about the enemy environment;
o 1°-information about the selected object;
o IV -information on the status and activities of defense subsystem;

o I¥-information on the neutral environment - atmospheric and terrain conditions
and data required for navigation;

e B - from the enemy environment, in the form of destructive and intercepting blows,
defense intervention is an unwanted input to the attack system;

e Z - strike is the main output of the attack system;
o Z°-itis basically directed against the object;

o Z'-however, a part of it should be devoted to the destructive and interceptive
activity necessary to break through the defense subsystem;

e V'-an undesirable outcome of the attack system is the losses caused by the defense;
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e C-electromagnetic and acoustic signals emitted or reflected by certain elements of the
attack subsystem, based on which the defense subsystem obtains information about the
attack, also form an undesirable output.

Now let’s look at the system characteristics of the other participant in the armed combat
system — the defense subsystem.

1.2 The other subsystem: the defense

By defense we device the organized system of forces and devices used to combat the purpose
of an enemy attack and their activities.

The purpose of the defense system is to completely paralyze the enemy attack in order to
protect the object threatened by the attack. Consequently, its main task is to prevent the amount
and armed forces necessary to achieve the main objective of the attack from entering the area of
the object and carrying out their information-gathering, destructive, radio-electronic and
diversification-capturing activities there, and taking possession of the object.

In armed combat, as we have seen, an attack can only solve its task by breaking through the
defense. Therefore, in order to achieve its main purpose, it also aims to paralyze the system of
defense. This, of course, necessitates that the defense, in addition to protecting the object, also
solve the task of protecting its own elements of warfare threatened by the attack.

The inputs and outputs of defense subsystem are also related to their own (leading and
cooperating), enemy (attack) and neutral (atmospheric and terrain) environments.:

e RY - from its own environment, like the attack subsystem, human and technical
resources enter the defense subsystem involved in the armed combat, which is its main
input;

e C-from the enemy environment, the defense subsystem obtains information about the
status and activity of the attack subsystem;

e ZY - from the enemy environment, destructive and interceptive strikes form an
unwanted input to the defense subsystem;

e B - intervention to the system of attack subsystem is the main output of the system of
defense subsystem;

e VVY-anundesirable outcome of the defense subsystem is the losses caused by the attack
subsystem;

e [|Y-electromagnetic and acoustic signals emitted or reflected by certain elements of the
defense system, based on which the attack system obtains information about the
defense, are also undesirable outputs.;

e |°-and, about the object it protects.

It is clear from the description of the two subsystems of armed combat that some of their inputs
are the output of the other subsystem and some of their outputs are the input of the other, that is,
they are interconnected through these. It follows that an attack is an environment of defense, and
defense is an environment of attack that changes itself as a result of the other's activities. This
interdependence can be called the "cooperation” of the two subsystems.
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1.3 "Cooperation" between armed combat’s subsystems

Having clarified the system characteristics and interrelationships of the involved in the armed
combat two subsystems — attack and defense —, let us return to our working hypothesis: can we
really study the armed combat as a system?

According to Druzhinin and Kontorov, "conflict is a form of cooperation between systems™
[15]. If we accept this, we can say that the two subsystems of the armed combat work together in
the form of an "antagonistic conflict" ([15], p. 49) in order to achieve the goal of an inclusive
system. But what should we consider the purpose of this system?

The answer to this question can also be found in this work: "Conflict cannot be considered an
<< optimization >> task: if the resources of both parties are equal, <<optimum>> devices the end
of the conflict ". It follows directly from this perception, that if we want to consider the armed
combat, which is considered an antagonistic conflict, as a system, we must consider the end of the
conflict, i.e. itself. The only question now is whether the two subsystems work together for this
purpose.

With the development of the armed combat as a sub-purpose of the attack, which it must
achieve in order to achieve the main purpose, the complete paralysis of defense, and we defined
the complete paralysis of the attack as the basic goal of the defense. Thus, if any of the subsystems
achieves this purpose, the armed combat itself will complete. Therefore, since both subsystems
have an interest in the cessation of the armed combat, their "cooperation” works in that direction.

1.1 Conclusions based on verbal description

If we accept the above logical proof, we have, in fact, verbally defined the two subsystems of
armed combat as a system, their environment, who and their inputs, their basic connections and
their purpose and task, and we have also clarified the purpose of the combat itself. Based on this,
we can conclude that:

1. In armed combat, the subsystem of attack and defense become so closely intertwined that
they form a new, higher-level system.

2. The purpose of the armed combat for the subsystems being "co-operation”, the self-
termination.

3. The "cooperation™ of the subsystems is achieved through the mutual acquisition of
information and the measurement of impacts, as well as through intervention.

4. These interactions form the internal, negative feedbacks of the armed combat system. It
follows that the armed combat is a system of a cybernetic nature.

5. Resources come to the subsystems, from their own environment, which are also the inputs
to the armed combat. At the same time, the losses of the subsystems are also the outputs of the
armed combat.

6. The information, decision-making and enforcement functions of the combat system are
implemented by the corresponding elements of its subsystems. It follows that armed combat is not
a hierarchical system.
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7. The activity of the attack subsystem on the object and the loss caused by it are also the
outcome of the armed combat, because it is influenced by the operation of both subsystems.
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2 FUNDAMENTALS OF THE MATHEMATICAL MODEL OF ARMED
COMBAT

The above verbal model of armed combat contributes to solving the balance problem raised
in the introduction to the extent that it reveals the purpose and internal connections of the system.
In doing so, it draws attention to the fact that, in order to achieve the purpose of the system, that is,
to eliminate itself, it "seeks" to achieve the balance required by the interests of the two subsystems,
I.e. by paralyzing the other subsystem. Armed combat ceases when the resources of one of its
subsystems are exhausted, or, any of them suffers losses to such an extent that it "voluntarily”
ceases fighting.

When or to what extent the system achieves this equilibrium state can only be determined
based on an exact mathematical model. The mathematical model can be based on a system of
relationships between values of the same dimension. As the content of the inputs, outputs and
internal feedback of the system - human knowledge, transport and delivery, destructive and
interceptive devices, the energy and information required to operate them, and the effect they have
- are measured in different units, they its common dimension can be the material and moral value
of each component. On this basis, the parameters of the attack and defense system can be compared,
and the transfer functions of the armed combat system can be described. On these can be built the
mathematical model that describes the "operation™ of armed combat as a system in an exact way.

2.1 Parameters of the subsystems

In order to define the material and moral value indicators of the attack and defense subsystem's
inputs and outputs, all human and material resources must be taken into account necessary to
establish and maintain a system of attack and defense, and to fight against or to protect the object.
In addition, first, it must be clarified how much of these can be utilized or lost as a result of the
opposing party's fighting activities in the fight under consideration.

The parameter system presented below was based on the basic units of the attack and defense
subsystem, which can carry out offensive or defensive combat activities — offensive strike or
defensive intervention — relatively independently. I will refer to these as the unit. By relative
independent, | device that units carry out combat activities in one or more well-defined combat
operations, using their own resources, or external resources whose value used for the combat
operation can be clearly determined. | will call these combat operations, regardless of their
offensive or defensive nature, deployments. (Of course, the unit thus defined does not necessarily
correspond to the concept of an armed unit used in tactics and organization. Depending on the
nature of the combat under study, it may device a broader or narrower organizational form.)

Accordingly, I use a uniform notation system to present the different parameters, belonging to
the subsystem will, in general, be indicated by superscripts. | only deviate from this where, due to
the nature of the subsystem, | also used a different name in the verbal model.

2.1.1 Value indicators for technical resources

The value of technical resources may be based on the cost of setting up and maintaining each
(i™) subsystem of the attack or defense. Here, one of the variants of the division can be the division
into combat-technical, decision-information and supply subsystems. The first subsystem includes
the devices of destruction and capture directly carrying out the combat operation, their devices of
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Gyorgy Seres, 1990



THE ARMED COMBAT AS A SYSTEM

transport and delivery, and the devices of their technical servicing and storage. The decision-
information subsystem includes the technical devices to obtain, process and make the decisions
necessary for the navigation and reconnaissance of the investigated unit to enter the area of combat
and its implementation, whether they belong to the organizational staff of the entity or to its own
collaborative environment. Of course, of the costs of the latter, only those that are directly
necessary for the management of the unit under study are considered. Finally, the supply subsystem
includes the technical devices of preparing, storing and transporting the material, technical and
energy supplies used to prepare for combat, to reach its area and to be carried out during
implementation. The same remarks apply to organizational affiliation as to the decision-
information subsystem.

Accordingly, the value indicators of technical resources can be determined with the knowledge
of the following data:

e K'™; - the cost of setting up and maintaining the i"" subsystem of the attack (defense);

e a'™; - depreciation and combat cost ratio per deployment of the i" subsystem of attack
(defense) (excluding losses);

e K"V - the i subsystem of the attack (defense) is the value of its technical resources
potentially usable in an operation

Kht(v)i:Kt(v)i at(v)i;

e V'™ - the proportion of the technical resources of the i subsystem of the attack
(defense) endangered (deployed) during an operation;

e K°®); - the potentially lost in an operation value of the technical resources i*" subsystem
of attack (defense):

KEO), =K \/10);

e '™ - the cost ratio of the technical resource losses realistically tolerable by the i
subsystem of the attack (defense) during an operation;

o KM - the maximum value of technical resource losses that can be realistically
tolerated in an operation:

KMt(V)i: Kt(V)i rt(V)i.

2.1.2 Value indicators of human resources

In the case of armed combat, determining the value of human resources is a significantly more
complex and delicate task than that of technical resources. It sounds extremely cruel to call human
destruction a loss of resources, but war alone is a cruel human activity. So, if we really want to
examine the expected outcome of the armed combat, then the value of human resources cannot be
avoided either. (The concept of planned loss is also used in art of warfare!)

When determining the value of human resources, we must also start from the costs — the costs
of training and care — which can be linked to the value indicators of the technical system by a moral
multiplier determined on some basis. An objective determination of the moral multiplier is
possible, if we know, but at least with a good approximation, we can estimate the cost factors of
fully automating the tasks performed by the staff. In this case, we can consider as a moral multiplier
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the ratio of the costs of staff training and care to the costs of fully automated solutions to the tasks
they perform. If these tasks cannot be fully automated at the current state of technology, or if the
estimate of automation costs is very uncertain, then the determination of the moral multiplier on a
fundamentally subjective basis — for example, based on the evaluation of a large number of experts
— can be determined. In determining the balance of the system, of course, we must ensure that, the
moral multiplier be determined on the same basis for both attack and defense even if the
technological conditions are different for the two parties.

At the same time, we must consider the fact that personnel involved in different roles in the
armed combat contribute to the achievement of the set goals to different degrees. Accordingly, we
can assign moral multipliers of different magnitudes to each group of personnel, also on an
objective or subjective basis. One variation of the grouping could be to classify the staff into
qualified, service and support categories. The first group includes personnel with special skills, the
second with personnel requiring average skills and qualifications, and the third with personnel who
do not require special skills and qualifications.

Based on the above considerations, the determination of the value of human resources,
according to the groups corresponding to each (j™) stock category, we can do it with the knowledge
of the following - objective and/or subjective - data:

e L'V - the number of staff in category j™;

e k') - average per capita training and maintenance costs for staff in category j™;

e m'™; - Moral multiplier for the value of human resources for staff in category j":

o ) - the proportion of staff activated during a deployment for staff in category j™;

e K" - the value of human resources potentially available in an operation for staff in
category j™
K = | ), mt) 00,
e b'™); - during a deployment, the proportion of personnel endangered by hostile combat
in the case of personnel belonging to category j™ personnel;

e K - the value of human resources potentially lost in a deployment for staff in
category j™
Ket(v)j = |_t(v)j kt(v)j mt(v)j bt(v)j
e ¢! - the value ratio of realistically tolerable human resource losses of an operation
for staff in category j*";

o KM - the maximum value of realistically tolerable human resource losses for an
operation for staff in category j™:

KMt(v)j - Lt(v)j kt(v)j mt(v)j et(v)j
2.1.3 Aggregate value indicators of potential resources

If we accept the definition of value outlined in the above line of reasoning, we have a system
of measures on which the exact mathematical model of armed combat can be built. The inputs and
outputs of the system - and of each subsystem, attack and defense - and the internal feedback of

12
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the system can be described in the same dimension. From these, based on the above considerations,
we can directly identify the resources that each subsystem could potentially utilize or lose in armed
combat during an operation.

The resources potentially available and involved in the armed combat, and therefore
endangered and thus potentially lost, are those that, as the main input (R) to each subsystem, attack
and defense, come from their own environment during an operation. The total value of these can
be obtained by summing the value of technical and human resources:

K=K (RY) = 2’ Kivi+ 2 Ljkmiby,
i i

or

K'o=K(R%) = 2 K'ii+ 2 L"jk'jm"jbY;.
i ]

The human and technical resources potentially available in a single operation are those of the
former which designed to be used for offensive strikes (Z) or defensive intervention (B) and to
obtain the information necessary to carry them out (I or C, respectively). Their total value, without
considering losses, can be obtained by summing the value of human resources activated in the
deployment and the value of technical resources planned for depreciation and combat use.:

KZo= [K(Z)+K()]o= 2 K'ali + 2 LkimSft,
i i

or

KP = [K(B)+K(C)Jo = &' K"ia"i + & LVK'jm"if"}.
i j

Describing the outputs and inputs of the armed combat subsystems based on a common unit
of measure, the value of resources, is a necessary but not enough condition for the creation of a
mathematical model. The description of the attack and defense also includes the determination of
the parameters that determine the spatial and temporal course of the combat activity they perform,
as well as its results.

Before turning to the study of fight indicators, a comment should be made on one of the above-
mentioned resource indicators, the maximum value of realistically tolerable losses for each type of
resource. This is the value indicator we did not talk about summarizing. This is the value indicator
we did not talk about summarizing. Realistically bearable losses are the limit at which an attack or
defense subsystem "voluntarily" ceases combat activities, that is, the system of combat itself ceases
to exist. However, this limit cannot be converted from one resource category to another, so their
achievement should always be considered on a category-by-category basis.

2.1.4 Combat activity indicators

| chose the potential combat activity indicators with similar content for the offensive and
defense units, however, in one respect they differ significantly.

13
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The main purpose of the attacking units, as we have already seen in the verbal description, is
achieved by direct combat action against the designated object. Participation in an armed combat,
that is, fighting against defense subsystem only in order to achieve this main goal, is an activity
forced by the defense on the part of the attack. Therefore, we examine the potential possibilities of
an attack in terms of combat activity against the object, without considering the losses caused by
the defense.

The main purpose of the defense units, the protection of the object, are achieved precisely
through combat activities aimed at crippling the attack. Accordingly, the potential combat
performance indicators of defense units are examined in terms of combat activity against the attack
system, without considering the losses caused by the attack.

Thus, while in combat units, potential combat activity indicators directly express the
relationship between the attack and the object, but in the case of defense units, this link is only
indirect, as they only apply to combat activities against specific attacking units. This specificity
must, of course, be referred to in the definition of each indicator. Among the combat activity
indicators of the subsystems in the armed combat, their potential possibilities are determined, above
all, by the number of deployments that can be carried out with the resources available to the attacker
or defense unit under investigation, without taking into account supply and loss. In addition, the
extent to which the subsystem can use the resources at its disposal is very important for the course
of the fight.

The course of the armed combat is also significantly influenced by its spatial extent. Therefore,
an important indicator for each subsystem is the distance from the start of combat activity to the
boundary of the object and the distance from the start of active information acquisition to the
boundary of combat activity. These indicators are important, because the greater the distance at
which combat operations can begin, or, as soon as possible, elements of the subsystem may be
discovered based on their own active reconnaissance activities, the lower the risk of combat
personnel and vehicles.

All this influences the basic indicator of the potential effectiveness of the subsystems — the
size of the object in relation to which the investigated unit is likely to reach its offensive or
defensive goal.

Based on the above, the units of attack and defense can be characterized by the following
potential combat activity indicators:

e 7™ - the number of deployments potentially feasible with the resources available to
the unit, without replenishment and loss;

e 7' - the potential duration of a deployment if the attack (defense) unit devotes all its
resources that can be used in one deployment to the activity against the object (the
attack) and no countermeasures or own losses are to be expected,;

e d'™ - the distance from the object boundary to the start of an offensive (defensive)
combat activity against the object (attack);

e d'™' - the distance from the boundary of the combat activity to obtain the information
necessary for the combat activity;
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e o'-the size of the object that the attacked attacking unit can destroy, capture or occupy
in a deployment with a probability of n', depending on the purpose of the attack, if no
defense intervention or own loss is to be expected

o' = o'(7Y);

e 7' - the probability that the attacked unit under investigation will achieve its goal in
relation to the object in one deployment;

e ®'- the size of the object that can be protected with a probability of 7" in the case of a
deployment of a given attacking defense unit, a given attacking unit, in the event that
it is not necessary to take into account strikes against the defense system or its own
loss;

w'=w"(1")

e 7" - the probability that the examined defense unit, in case of a deployment of a given
attacking unit, will achieve its goal of protecting the object.

The parameter system presented above encompasses the indicators of the attack and defense
subsystems of armed combat, which are suitable for comparing the potential possibilities of
different types of attack or defense units. Of course, if we wanted to decide on the basis of an
individual comparison of the above parameters, which of the different types of units with the same
purpose is best suited to achieve the purpose of the combat operation, or what combination of these
can be used to carry out combat operations most effectively - with the least effort - then we would
take on an almost unsolvable task. The comparison can only be made with a realistic result if the
data set compiled in this way is considered to be a component of the multidimensional vector
characteristic of the examined subsystem and based on their results, we try to compare different
types of attacking or defending units, and to draw conclusions on the state of equilibrium of the
armed combat resulting from their interaction.

The handling of such a multidimensional vector, as constituted by the above system of
parameters, can, of course, only be solved by means of a supported by a computer suitable
algorithm and. For this purpose, the mathematical similarity theory methods developed by Andor
Dobo and Sandor Szajcz [16] and the computer program system called Joker [17] using them can
be successfully applied.

So far, we have reviewed a parameter system describing the potential possibilities of armed
combat subsystems. However, before attempting to describe the dynamics of the fight, we need to
examine the element that ultimately connects the attack and the defense - the object that is the
target of the attack. It is arguable that the object itself is part of a system of armed combat, but it is
certain that one of its outputs is the losses of the object. In line with the model outlined in Figure
1, for clarity and ease of use, | do not consider the object to be part of the system, but I treat it as a
"transformer" that "transforms” Z° strikes against it from the attack into a V° loss.

2.2 Parameters of protection

Such a parameter system should be used to describe an object that is threatened by defense
and protected by attack, which allows it to be linked to the subsystem of attack and defense, since
the role of "transformer” can be interpreted only in this case. Accordingly, the indicators for the

15

Gyorgy Seres, 1990



THE ARMED COMBAT AS A SYSTEM

object should reflect the material and moral value and dimensions of the object and the
characteristics that affect the effectiveness of the attack.

The value indicators of the object can be determined, similarly to the method used in the
description of the subsystems of the armed combat, starting from the costs of establishment and
maintenance and the number of people at risk. In addition, it is essential to consider the military or
civilian nature of the object and its strategic importance in relation to the overall interests of the
country or the armed forces. Here, in general, the objective evaluation methods recommended for
determining moral multipliers are not applicable to the determination of human resource value
indicators. Therefore, in determining the value indicators of objects, moral multipliers expressing
the significance and importance of the object can be established almost exclusively, on a subjective
basis, relying on the estimation of many experts.

When determining object size indicators, not only physically measurable, actual dimensions
should be considered. The effectiveness of an attack and defense can be significantly affected by
the technical protection of the object and the camouflage that makes it difficult for enemy detection
and navigation. Accordingly, we can speak of the real and, in terms of the effectiveness of the
attack, the apparent size of the object. The two are connected by a value called a hiding factor,
which expresses the proportion of the value of the attack's resources for measuring and obtaining
information to be increased as a result of the technical protection and/or camouflage of endangered
combat elements of the object or defense in order to ensure the same effectiveness.

When discussing the verbal model, | have already mentioned that defense must also ensure
the protection of elements of its own system. Therefore, when we want to compare potential
indicators of armed combat subsystems, in addition to the object, the value (KYo) of the combat
elements of the defense system endangered by the attack must also be considered among the
protection indicators.

The indicators of protection are as follows:
e Ko - the cost of creating and maintaining the object;
e Mo - the moral (importance) multiplier of the value of the object;
e KO - the material and moral value of the object:
K°=moKo;
e (° - the real size of the object;
e (Y - the real size of the vulnerable elements of the defense subsystem;

e (% - the actual size of the area in which the endangered elements of the object and the
defense subsystem are located;

e p°-the concealment factor of the object;
e pY-the concealment factor of the vulnerable elements of the defense subsystem;
e ®° - the apparent size of the object:
@’ =p°0°%;
e o' - the apparent size of the vulnerable elements of the defense subsystem:
w'o= p' O%;
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e o - the total apparent size of the protection:
w= 0’ + o'

e « - the specific gravity of the area to be protected:

By presenting the characteristics of protection, we reviewed the static parameters of armed
combat as a system. Together, they form the basis of an exact description of the system, however,
we can only examine the operation and equilibrium conditions of a cybernetic system based on its
differential equations. For this, however, potential resource and combat activity data are
insufficient. The transmission factors of the subsystems are also needed to describe a dynamic
system model.

2.3 Dynamic parameters of the armed combat system

Just as in armed combat, the outputs and inputs described in natural units change their value
according to the dynamics of the combat, so can the outputs and inputs characterized by the value
of resources in the model of armed combat be described as a function of time. To illustrate this, I
have outlined in Figure 2, by analogy with Figure 1, which illustrates the verbal system model, the
resource-value model of armed combat.

: ARMED COMBAT SYSTEM ,
K=K(RY) - K=K(VY)

| — ATTACKER[

. N

. KB=K(C+B) KZ=K(1+Z)
K=K(R) | y - Kv=K(VY)
| — |DEFENDER < K#=K(Z) —>
K==K(z°) A~ Kvo=K(V°)
Figure 2. Armed combat system value model
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2.3.1 Inputs, outputs, internal connections

Taking into account the above, the inputs of the armed combat system are the values K' and
K" of the resources used by the two subsystems, attack and defense, from their own cooperating
environment, and the outputs are the loss values of these K", KW and the object K°) form. The
internal relationships of the system are the K utilized by the attack for strikes, which is divided by
the K?¥ against defense and the K?° against the object, or the K® resource values utilized by the
defense for protective interventions.

The internal balance of each subsystem, of course, requires that the resource values lost as a
result of the combat activity of the exploited and the opposing party must not be greater than the
resource values that can be exploited or lost. In addition, the total value of recovered and lost
resources is always equal to the value of the resource used by the subsystem. The relationships
between the "natural” model and the "resource value™ model are expressed by the following
relationships:

e K!-the current total value of the resources used by the attack:
K! = K'(t) = K¥(t) + K'Y(t),
K'< K';
e KV -the current total value of the resources used by the defense:
K'Y= KY(t) = KP(t) + K™(t),
KY <KY;
e KZ-the current total value of resources used by the attack for combat and intelligence:
KZ=KZ(t) =K (t)+K?(t),
K? < K%;
e K - the current value of the resources used by the attack to combat the object and
obtain information:
K = K®(t) = K[Z°(1)] + K[1°(®)] + K[0];

e K% -the instantaneous value of the resources used by the attack to strike the defense
against the attack and to obtain information:

K= K (1) = K[Z/(0] + KIMO);

e K" - the current value of the resources used by the defense to intervene in the attack
and to obtain information:

KP=KP(t) = K[B(t)] + K[C(D)],
KP < KP:

e K" - the instantaneous value of the resources lost by the attack, as a result of the
intervention of the defense:

K" = KA() = KIV(O];

e K" - the instantaneous value of the resources lost by the defense, as a result of the
blows of the attack:
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K™ = K() = KV,

Examining the course of the armed combat can be done by "operating™ the system's resource
value model. To do this, however, in addition to the outputs and inputs and the internal connections,
we need to know the transmission factors according to which each subsystem converts resources.

2.3.2 Transmission factors of subsystems and object

We have seen that the resources used by the subsystems are split between two outputs. The
resources coming through the main inputs are converted into output values or losses utilized in the
form of an attack strike or a defense intervention.

The utilization factor is basically determined by the subsystem for which the resources are
utilized. The degree of utilization of the main input resources - by analogy with the traditional
concept of "fire rate” - is expressed by the rate of expenditure of the resource value a. This is the
value of resources that can be utilized per unit time.

Utilization of resources, according to our model, only means that they appear in the output of
the given subsystem, or, at the same time, as unwanted input at the opposing subsystem or object.
These resources are ultimately "transformed™ by the other subsystem or object into a loss. The
extent to which each subsystem or object suffers losses, i.e. the efficiency of the "utilized" resource
values, is expressed by the efficiency factors ¢. This is the loss value caused to the other subsystem
or object by the unit resource value utilized.

Let us now review these transfer functions:

e ' - the potential resource consumption rate of the attack:

e - the effectiveness of the attacking strikes against the object:
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KVO
0 o emm————
go KZO '
¢! - the effectiveness of the defense intervention against the attack:
Kvt
t— . -
1 Kb )

Knowing the above transmission factors, considering the circumstances and peculiarities of
the course of the fight, the transmission functions characterizing the operation of armed combat as
a system can be described. These are indicators of the effectiveness and efficiency of attack and
defense.

2.3.3 Transmission functions of an armed combat system

The above transmission factors describe the direct resource transformation effect of each
subsystem or object, independent of external conditions. From the point of view of the evaluation
of armed combat as a system, the parameters that directly show the relationship between the
individual inputs and outputs within the framework of the already operating system, i.e. in the
process of combat, play a more important role. The transfer functions of armed combat are basically
the performance indicators of attack and defense @, which express the ratio of the instantaneous
value of the loss caused or prevented by each subsystem to the instantaneous value of all the
resources used.

To determine this, we need to introduce the concept of the potential loss value (K'°*) that an
attack can cause to an object. By this we will mean the value of the loss that it can cause by using
all the usable resources of the attack against the object. Of course, this cannot be greater than the
total material and moral value of the object:

DK% if P°KH<K°
KVO* e
K° if @K% > KO

It follows voluntarily that we also need to introduce the concept of loss value prevented by
defense (KY°™). Its current material and moral value:

Kvom — Kvom(t) — KVO* - KVO(t)
These two new value metrics can be used to describe the effectiveness of attack and defense:
e ®@'- the instantaneous value of the attack effectiveness:

KVO + KVV
D' = P(t) = ------m---- ;
Kt

e @V - the instantaneous value of the defense effectiveness
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I () e — :

Effectiveness, therefore, ultimately expresses the ratio of total results to total expenditure,
viewed from the side of the two subsystems of armed combat. In addition, it is appropriate to
introduce an efficiency indicator p for the relative comparison of each subsystem, indicating the
relationship between the effectiveness of the resources deployed by each subsystem and the
effectiveness of the subsystem in the armed combat, that is, the extent to which it is able to realize
its own potential:

e p'-the instantaneous value of the effectiveness of the attack:

@t
f =)=
@
e ' - the instantaneous value of the effectiveness of the defense:
@V
p' =)= -
@

By defining transfer functions along with all the conditions to begin to examine armed combat
as a cybernetic system based on an exact mathematical model. We defined the two subsystems and
the object of attack and protection, described their outputs and inputs, their interrelationships,
transmission factors, and the transfer functions of armed combat, and defined the purpose of armed
combat as an enclosing system. According to the rules of the game in cybernetics, the "black boxes"
of the subsystems must now be "just” broken down and the parameter system presented must be
filled with specific content. This, of course, can only be done on the example of a specific version
of the armed combat, such as the air defense combat.

2.4  Conclusions based on the mathematical description

If we compare the “natural” and “resource-value” system models in the verbal description of
the armed combat, some interesting conclusions can be drawn.

1. The value of the resources coming from its own cooperating environment into the system
of attack and defense, as their main input, is transformed into the value of resources utilized during
the armed combat, depending on its course, in the form of attack strikes or defense intervention
and obtaining the necessary information. at the output of a given subsystem. Note that if the
acquisition of information I and C is an input for the corresponding subsystem, the values of K(I)
or K(C) of the resources devoted to it appear as outputs in the same place!

2. The value of the resources utilized by the opposing subsystem is "transformed" into a loss
value by the opposing subsystem into the attack and defense system as a subsystem of armed
combat from the other subsystem in the form of defense intervention or attack strikes.
Consequently, the value of the outputs of the enclosure system can only be determined by
considering the parameters of both subsystems.

3. The purpose of the system of armed combat was defined as the elimination of itself. This
means that the equilibrium of the system is established, that is, the combat ceases when:
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A/ the total value of losses and expenditures incurred by any of the subsystems reaches
the value of all the resources available to that subsystem, so that mutual fighting ceases;

B/ the value of the losses of any of the subsystems reaches what it considers to be
realistically tolerable and therefore "voluntarily” ceases its own combat activities;

C/ the attack subsystem achieves its objectives related to the object or suffers losses to
such an extent that it no longer wants or is unable to engage in further combat activities.

In case A /, the system of armed combat operates according to its own "self-laws" and only
achieves its goal if one of its subsystems is completely paralyzed. This would mean applying the
"last cartridge™ or, "kamikaze" principle, so it is advisable to deal with this model variant only in
order to draw theoretical conclusions.

Model variant B / can be used if we know the resources of the two opposing parties, their
effectiveness and combat procedures, and we want to predict the expected outcome of the fight.

In determining the degree of "adequate protection” balance the model corresponding to case
C / can be used. In this case, knowing the combat procedures and resource values of the attack, if
their effectiveness, can determine how much resource values, specific effectiveness data and
combat procedures the defense must have for in order that the attack is sure not to achieve its
related to the object goals or even can have no chance of them achieving them effectively.

A verbal description of the system of armed combat and the exploration of the foundations of
its mathematical models are, of course, only of initial significance in determining the degree of
equilibrium of "sufficient defense.” Creating a detailed and exact system model of a specific armed
combat still requires a lot of research and even after a proper mathematical description, we can
only get results that can be used in practice with significant computer support. In the following, |
will outline a specific version of the armed combat, the example of the air defense combat, of how
to start the practical application of the procedure recommended above.

The reason why | recommend the system model of air defense first is, in addition to my
research attitude, the reason why it is especially difficult to determine the degree of equilibrium in
the case of air defense, as the opposing parties also fight each other with in their operating principle
different weapon systems and combat procedures. Here, the effectiveness and efficiency of
activities such as the fight against intercepting fighter jets, robotic aircraft, anti-aircraft missiles
and fighter bombers must be compared. Not to mention the growing importance of radio electronic
combat procedures. At the same time, the experience of the 1l. World War and the local wars have
taken place since proves that the fight against air attacks also has a decisive influence on the
effectiveness and duration of the combat of land troops.
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3 A SIMPLIFIED VALUE-MODEL OF THE ARMED COMBAT SYSTEM

I show a simplified value-model of the armed combat system (Figure 3), which I created with
the help my old friend professor Laszlé Szdke.

| ARMED COMBAT SYSTEM ,
K=K(RY) - K"=K(R™)
| — ATTACKER >
KB=K(C+B) KZ=K(1+2)
K\I:K‘Rv) L 4 va=|((va)
| > DEFENDER E—

Figure 3. Simplified value-model of the armed combat system

e K=K(RY) or K=K(R") — material and moral value of resources of the attack or the
defense subsystem;

o KV=K(VY) or KW=K(V") — material and moral value of losses of the attack or the
defense subsystem;

e KZ?=K(1+Z) or KB=(C+B) - material and moral value used for getting of information
or for strikes resources of the attack or the defense subsystem;

Of the differential equations of the simplified mathematical model of armed combat, with the
listed constraints and boundary conditions, without proof, | present only the most complex system
of equations expressing the instantaneous loss values of attack and defense.

3.1 Limitation for the simplified model of the armed combat system

1. All resource-value is convertible, utilizable, and losable.

2. When armed combat comes into being, all resources of both of subsystems are
disposed of them and they do not get any reserves.

3. Data of inputs and outputs or parameters of the subsystems can describe with
continuous and deterministic equations.

4. Resource-values for information retrieval and strike measurement by the attack also
include resource values for retrieving information about the protected object and
strikes to the object.
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3.1.1 Parameters of the simplified model of the armed combat
system

o' — efficiency of the attacker’s strikes:

K(C+B)
o' - potential rate of using attacker’s resource:
K(RY

Bk - potential average loss factor:
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¢ - potential speed-rate of inducing of loss:

B
e - potential rate of resources:
K(RY)
S
K(RY
E - potential rate of power:
E=e.c

3.1.2 Base equations of the simplified model of the armed combat system

Current loss-value of the attacker and defender described by the following differential
equation system:

KIV'(1)] = K(RY[1- ch(Bk-t) + sh(Bk-t) E]
or
K[VY(1)] = K(RY)[1— ch(Bk-t) + sh(Bk-t) E]

Based on the sketched mathematical model, | created a computer simulation program in MS
Excel (Figure 4), that presents in its dynamics the simplified version of armed combat described
above.

18] soc 22
l:‘ﬂ» ATTACKER —— KV

L cesn -~ B

DEFENDER /" KV

Figure 4. One variant of inputs of Excel program.

The output resources-value K(R') or K(RY) are decreased with losses-value K(V*) or K(V") and
with used for getting information or strikes resources-value K(1+Z) or K(C+B). The Figures above
shows output graphics of the program for variants of outcomes combat.
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3.1.3 When does armed combat cancel?

Because the purpose of the Armed Combat System is annihilation of itself, it will be in balance
in the following cases:

A. “Kamikaze” variant, when sum value of losses and used resources of any
subsystem reach all value resources of this one (Figure 5).

K(VY+K(1+2) = K(RY)

or

K(VY)+K(C+B) = K(RY)

400
200 -
0
200 O : 10
\ K(Rt)-K(Vt) ——K(RV)-K(VV) K(I+Z7) —K{f:+83\
Figure 5. “Kamikaze” variant
B. Value of losses of any subsystem reaches its unbearable limit, and that is why
it stops his activity voluntarily (Figure 6):
K(RY)-K(VH=K(VYmax
or
K(RY) - K(VY) = K(V")max
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1200 ¥
1000 =<
5 —
\Fm\~_‘
400 ] j
e g T L
200
o S :a
-200 & 5 10
| K(R1)-K (V1) K (Rv)-K(Vv) K(l+Z) ——K(C+B) |
Figure 6. Reach unbearable limit
C. The Attacker subsystem realizes its task against objective and defender

subsystem, or its losses will be so big, that it can’t realize its tasks, that’s why
it can’t or doesn’t want to fight ahead (Figure 7):

K(RY)-K(Vt)-K(1+2) = K(Rt)min

1200 X
1000 —+—
800 K(RY-K(VY)- K(1+2)=K(R!
500
400
200
0
-200 10

K(Rt)-K (V1)

)min

K(Rv)-K(Vv)

K(I+Z)

K(C+B) |

Figure 7. Attack can’t realize its tasks

This simplified system model can be origin base of the further searching of the armed combat
as a system.
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4 FUNDAMENTALS OF THE AIR DEFENSE COMBAT
SYSTEM MODEL

A concrete form of armed combat is the air defense, which is an armed collision between
aerodynamic devices of transport attacking an object from the air and the air defense system
protecting the object. In the course of my research, the concept of air defense combat does not
include strikes against the object by ballistic, ground-to-ground artillery or missile devices,
whereas, strictly speaking, the air defense system, with its current means, is unable to fight them
effectively. Protection against such attack devices is the responsibility of anti-missile and planned
SDI systems - and this is another form of armed combat, therefore, my studies no longer cover
these. If an object protected by an air defense system, or elements of the air defense system itself,
Is expected to be attacked by such ballistic means at the same time as or before the air defense
fight, from the point of view of air defense, this can be considered as an external environmental
impact, which, in the absence of effective countermeasures, cannot be integrated into the air
defense system model. At the same time, of course, the ballistic destruction devices — bombs and
air-to-ground missiles — that airborne aircraft deliver to the combat space and with which they
perform air strikes must be considered part of the air defense combat.

Under the system of air defense combat, therefore, the system of air attack based on
aerodynamic devices of air transport and the air defense protecting the object - as subsystems - and
the antagonistic relations, mutual information acquisition and air strikes that develop during the
fight, and | mean air defense intervention as internal feedback (Figure 2).

The purpose of the air defense combat as a system, in accordance with the general model of
the armed combat, is to eliminate itself. In order to achieve this goal, the system itself is created
when the internal feedback connections are established between its two subsystems — when air
attack and air defense system come into mutually informative or destructive contact with each
other.

Air defense combat, like armed combat in general, achieves its purpose and enters a state of
equilibrium when these relations are severed, and with that, the system itself ceases to exist. This
means that, as stated in the description of the general model, at least one of the two antagonistically
opposing subsystems ceases combat activity, whereas its usable resources have been exhausted, or
to such an extent, that further combat, for its part, becomes impossible or meaningless. This, of
course, does not mean that if the air attack system does not measure further air strikes, or if the air
defense system does not continue the air defense intervention, the other party will also cease
combat. However, if combat activity becomes one-sided, it is no longer a different quality and,
according to the general laws of air defense, can no longer be examined.

Consider the difference, for example, in World War 1 between the German air strikes against
London or Moscow and the American air strikes against Tokyo - not to mention Hiroshima and
Nagasaki. While in the first cases there was an active and relatively effective air defense system
against air strikes, thus the system of air defense combat was established, the Japanese air defense
system either did not work at all or, if it did work, practically could not affect the effectiveness of
air strikes. It is easy to see that if we wanted to apply our model, we would get a system for the US
air strike against Tokyo, which has air strike and air defense as two subsystems, but would lack
internal feedback due to the lack of mutual combat.
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Once we have defined the limits within which we intend to conduct our investigations, break
up the "black boxes" of air defense and define the inputs, outputs, and system internal feedback.

For systems with different scales of resolution, I will use the system/subsystem/element
categories. In the case of multi-level stair climbing, similarly to some foreign language literature,
I could use the category "sub-subsystem", but this is not widespread in the Hungarian language
literature and it violates our sense of language. Since the same system components form different
subsystems in different groupings, the monitoring of their relationships may sometimes seem
contradictory try to resolve this by carefully outlining what 1 mean by system and subsystem at a
given test level — and if I don't always manage to be consistent in this, | apologize to the reader in
advance.

4.1 Subsystems of subsystems

In describing the general model of the armed combat, we found that it does not form a
hierarchical system itself —and this also applies to air defense as a concrete form of armed combat.
At the same time, both subsystems of air defense combat, air attack and air defense, are a "regular”
hierarchical system that operates under a will that creates it. This will be embodied by the leading
element or subsystem, which controls the subsystem performing the specific combat activity based
on the information obtained by the reconnaissance subsystem (Figure 3).

In the air attack system, the reconnaissance subsystem consists essentially of air command
points, equipped with active and/or passive primary radars [18], active secondary radars, self-
enemy detection systems, radio-detection equipment and optical and infrared sensor. Depending
on the size of the air defense system to be investigated, the air attack subsystem may consist of
either one airplane or all aircraft of a military air operation. In the first case, the aircraft performing
the strike also carries the elements of the reconnaissance and command subsystem, in the latter
case, however, the elements of each subsystem may be physically and spatially separated.

One of the peculiarities of the air strike system is that its elements, air transport devices - since
they usually fly in airspace over unknown, enemy territory during air defense combat - rely on
unique navigation devices to determine their own spatial position at any given time [19, 20]. They
can operate on the principle of active, primary and/or secondary or passive radiolocation, but they
can also use passive optical and infrared sensors. Modern satellite navigation systems are the least
detectable and sensitive to jamming.

One of the peculiarities of the air strike system is that its elements, air transport devices - since
they usually fly in airspace over unknown, enemy territory during air defense combat - rely on
unique navigation devices to determine their own spatial position at any given time [19, 20]. They
can operate on the principle of active, primary and/or secondary or passive radiolocation, but they
can also use passive optical and infrared sensors. Modern satellite navigation systems are the least
detectable and sensitive to jamming.

The basic elements of the reconnaissance subsystem of the air defense system are ground-
based and air-transported, co-installed and disassembled [21, 22] active-primary radars, active,
secondary radar self-enemy detection systems [23, 24], passive radar and radio detection systems
[32], acoustic, optical and infrared sensors, and locators, as well as the means for processing,
transmitting and displaying the data provided by them. The air defense command subsystem, the
air defense missile, the fighter jet and the air defense jamming teams that make up the executive
subsystem, are the combat points and the total weapons control points that control them.
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When examining the air defense fight, we cannot ignore the fact that during the air defense
intervention certain elements of the air defense system — intercepting fighter jets and air defense
missiles — move in the same airspace as the elements of the air attack system, information about
their activity is also sent to the management subsystem via the reconnaissance subsystem.

Figure 8. Air defense combat system

4.2 Inputs of the air defense combat

The inputs to the air defense combat are the resources from the two subsystems, air strike and
air defense, from their own, leading and cooperating environment, which are distributed among
each subsystem:

e R'™; - resources of the air attack (air defense) reconnaissance subsystem;
e R'™, - resources of the air attack (air defense) command subsystem;
e R'™; - resources of the air attack (air defense) executive subsystem.

This means that the resources of an air attack or air defense are the set of resources available
to their subsystems:

R={R%} (i=1,2,3),
or
R'={R"} (i=1,2,3).

Because these resources, as we have seen in the general description, have different dimensions
and include the part of the resources of the cooperating environment, such as the supply and service
subsystems, used by each subsystem, therefore, they can only be summed up based on the values
of the resources. Accordingly, similarly to the general resource value model, we need to determine
the value indicators of the potentially usable and lost resources of air attack and air defense.

e K!™;-the cost of setting up and maintaining subsystem it" of the air strike (air defense);
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a'™; - depreciation and combat cost share per deployment of the i*" subsystem of air
strike (air defense) — excluding losses;

KMW; - the value of the technical resources of the i subsystem of the air strike (air
defense) potentially usable in a deployment:

Kht(v)i - Kt(v)i at(v)i;
viV; - proportion of technical resources of the i subsystem of air attack (air defense)
endangered (deployed) during an operation;

Ke); - the value of the technical resources of the i subsystem of the air strike (air
defense) that could potentially be lost in one deployment:

Ket(V)i = Kt(V)i Vt(v)i;
r'™); - the proportion of the cost of technical resource losses that can be realistically
borne by subsystem i of the air strike (air defense) during an operation;

KM); - the maximum value of technical resource losses that can be realistically
tolerated in an operation:

KMt(V)i = Kt(V)i rt(V)i;

In determining the value of human resources, stock categories can be grouped, for example,
according to the general model:

L™, - number of qualified personnel (commanders, pilots, engineers, etc.);

L™, - number of auxiliary staff (flight controllers, locator technicians, navigators,
etc.);

L'™; - number of staff (guards, etc.) belonging to the server staff category.

Based on the above considerations, the value data of human resources can be determined for
each subsystem (i) and for each category of staff (j) with the knowledge of the following — objective
and/or subjective — data:
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L' - the number of staff in category j in subsystem i;

k™ - average cost of training and maintenance per capita for staff in category j of the
i subsystem:;

m'™; - moral multiplier of the value of human resources in subsystem i for the staff of
category j;

) - percentage of staff activated during a deployment in subsystem i for staff in
category j;
KMWj;- the value of human resources potentially available for deployment in subsystem
i for staff in category j :

KN = LI KOy mtoy O
b'™; - during a deployment, the proportion of personnel endangered by hostile combat
in subsystem i for personnel in category j;
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o K®Wj- the value of human resources potentially lost in a deployment in subsystem i
for staff in category j :

KEt; = Lty KOy mi®)y bty

o ¢ - the proportion of the value of realistically tolerable human resource losses of an
operation in subsystem i for staff in category j;

o  KMMy- the maximum value of realistically tolerable human resource losses for an
operation in subsystem i for staff in category j

KMf(V) = |_f(V) kt(V)J mt(V) et()

Overall, the resources potentially available and involved in the air defense, and therefore
endangered and thus potentially lost, are those that, as the main input (R) for each subsystem, air
strike and air defense, come from their own environment during a deployment. The total value of
these can be obtained by summing the value of technical and human resources:

0 - K(R 0) ZKHVH +ZZL|Jk Ijm Ijbtlj

i=1 j=1

or

Yo = K(RVO) ZKV|VV| +ZZL ukvum ub ij

i=l j=1

The human and technical resources potentially available in a single operation are those of the
former which designed to be used for offensive air strikes or air defense intervention and to obtain
information necessary to carry them out. Their total value can be obtained, without considering
losses, by summing the value of human resources activated in the deployment and the value of
technical resources planned for depreciation and combat use:

[K(Z)+ K(l)] Z |a|+ZZL|Jkt|Jm|jf ij

i=l i=1 j=1

or

KbO = [K(B)+ K(C)]o Z Yia"i +ZZL uk um ij fY ij

i=1 i=1l j=1

As a reminder, the value of the realistically tolerable technical (KM ;) and human (KM'™ j)
resource losses of each subsystem or stock category cannot be summed up, since they are rarely
interchangeable or, if they are, they can significantly change the relationships between the resource
values of each input and output.

For example, an anti-aircraft missile cannot be used for target detection and a radar cannot
be used for target destruction. At the same time, a reconnaissance fighter or an anti-aircraft missile
complex can perform a reconnaissance task, but with significantly less efficiency than with the
intended reconnaissance equipment. Consequently, if we want to consider the convertibility of
resources with different purposes in the model of air defense, then this results in much more
complicated correlations than if we examine the resources only according to their intended use.
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In addition, as already mentioned for the general model, the realistically tolerable resource
losses have to be considered separately for each subsystem and for each stock category, whereas,
if any critical value is reached, the participants in the air defense combat unilaterally cease their
fighting activities, and thus the air defense combat itself.

4.3 Outputs of the air defense combat

The outputs of the air defense combat are the own losses of two subsystems — air strike and
air defense — and the air strikes "transformed" by the object into loss.

The losses of the subsystems are, of course, distributed among their subsystems:
e V' - Josses of the air attack (air defense) reconnaissance subsystem;
e V™, - |osses of the air attack (air defense) command subsystem:;
e V'3 - Josses of the air attack (air defense) executive subsystem.

This means that the losses of an air attack or air defense are the sum of the losses of each of
their subsystems.:

VIV (i=1,2,3),
or
V={V} (i=1,2,3).

As these losses, as seen in the general description, are of different dimensions and include
losses of resources used by the subsystems directly involved in the fight against air defense,
resulting from the cooperating environment, such as the supply and service subsystems, therefore,
they can only be summed up on the basis of the values of the losses. Accordingly, like the general
resource value model, we can describe the value indicators of air attack, air defense and object
losses, which, of course, change continuously during air defense, so they can only be defined as a
function of time.:

e K- the instantaneous value of the resources lost by the air strike subsystem as a result
of the air defense intervention:

K% = K% () = KIVOT;

e K - current value of resources lost due to air strikes by the i-th subsystem of air
defense:

K%= K% () = KDV

e KY°-the instantaneous value of the losses suffered by the object as a result of the blows
of the air attack:

K= K() = KIV(D)].

The current "status” and the outcome of the air defense combat can be assessed based on a
comparison of the outputs, i.e. the losses and the inputs, i.e. the available resources. However, in
order to determine their interrelationships, i.e. the transfer functions of air defense as a system, we
must first review the internal feedbacks of the system, i.e., the interactions between air attack and
air defense.
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4.4 Internal feedbacks in air defense combat

The internal feedbacks of the air defense combat are formed by the interactions of the two
subsystems, air attack and air defense. As with the general model of armed combat, in the case of
air defense combat, they connect the two subsystems. These relationships involve the utilization of
resources on the one hand and are therefore necessary, on the other hand, they cause losses, directly
or indirectly, and are therefore undesirable — they are ultimately antagonistic. At the same time, it
is precisely as a consequence of these interactions the air defense combat can be considered a
cybernetic system, for if any of these connections are broken, it will result in the cessation of the
air defense combat itself, that is, in the attainment of the defined goal.

Internal feedback, as we have seen, consists of two closely interrelated systems of relations —
information relations I or C, and mutual fighting Z or B.

4.4.1 Information relations

The purpose of the information links between air strike and air defense is to ensure that the
individual subsystems have adequate data on each other and on the factors influencing their own
activities.

Accordingly, the air attack must obtain information about the air defense (1) and the air strike
object (1°), and the aircraft in the air defense field, whether as reconnaissance, command or control,
airborne — and terrain conditions — as well as navigation information (1) to determine their own
spatial position:

1={1,1°,1}

The other subsystem, air defense, must obtain information on the air situation, including the
air strike and the neutral environment.

By air situation, here, I mean the spatial location and movement of own and enemy aircraft,
their nature, and the physical state of the airspace. Accordingly, in addition to air attack data (C"),
the air defense reconnaissance subsystem obtains data on the position and activity of its own
elements in the airspace - interceptor fighters and air defense missiles in the airspace (C®), as well
as on the neutral environment. for example, weather or atmospheric conditions (C¥). Thus, the air
defense information inputs consist of a set of information about each node of the air attack system,
its own elements that are part of the air situation, and the neutral environment:

c={c!Ccs,C"}

From these two sets of information, the internal feedbacks of air defense as a system include
data on air defense (1Y) and air attack (C'), which are obtained on the basis of the electromagnetic
and acoustic signals reflected or emitted by each of the elements of the opposing subsystem, which
are undesirable for the opposing party. These two sets of information grouped according to Figure
3 consist of data obtained on the situation and activities of each element and the exchange of
information between them.

4.4.1.1 Information obtained on air defense

The following information is required to ensure the effectiveness of air strikes against air
defense:
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where:

'={l} (a=1,2,3,4,5,6,7)

I, - information on the activity of air defense reconnaissance devices (detection of
radiation data from active radio and other locators);

I> - information on the position of air defense reconnaissance equipment (radio and
other locators, reconnaissance of visual observation points);

I3 - information on the exchange of information between air defense command and
reconnaissance equipment (interception of an aeronautical information system);

l4 - information on the position of air defense control devices (combat positions,
reconnaissance of automated control devices);

Is - information on the conduct of air defense combat operations (interception of target
marking);

Is - information on the status of ground-based elements of air defense destroyers and
interceptors (airports, anti-aircraft missiles, artillery and jamming complexes,
reconnaissance of fighter jets control points);

I- - information on air defense intervention (missile launch, fighter jet launch, air
defense artillery fire, radio electronic interception).

Each subset of this set of information is, of course, needed to optimize air strikes at different
nodes of air defense.

4.4.1.2 Information obtained on air attack

Air defense needs the following information to ensure effectiveness of intervention against air

attack:

where:
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C'={Co} (b=1,2,3,4,5,6,7,8)

C: - information on radio navigation activities of enemy aircraft (TACAN
interrogation, radio altitude measurement, radar terrain reconnaissance, etc.);

C. - information on the activities of air attack reconnaissance equipment (radio
electronic reconnaissance);

Cs - information on the status of air attack reconnaissance equipment (detection and
tracking of locator aircraft);

Cs - information on the exchange of information on air traffic control and
reconnaissance equipment (interception);

Cs - information on the status of air attack control devices (detection and tracking of
air command points);

Cs - information on the conduct of combat operations by enemy aircraft (interception);
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e Cy7-information on the position and moving of enemy aircraft (active or passive radio,
infrared, acoustic, laser location and optical detection and tracking);

e Cg - information on air enemy strike activities (missile launch, bomb launch, radio
electronic strike).

Certain elements of air strike and air defense can only be identified with low probability in the
knowledge of their position data. At the same time, the optimization of air defense intervention or
air strike, i.e. the selection of the variant of combat activities that promises the best effectiveness
in the given circumstances, is possible only if the role of the element within the air attack or air
defense system is known.

For example, in order for an air defense from an aircraft or an aerial attack from a ground radar
to be able to decide what role it plays in the air attack system, its information and/or combat
activities should also be identified and this information assigned to location data.

Information links between subsystems of the air defense combat are a necessary but not
enough condition for the development of the combat, that is, the "cooperation™ of air attack and air
defense to achieve the goal of a large system - to eliminate itself. The truly antagonistic relationship
is the mutual combat action performed to paralyze the opposing subsystem — the attack air strike,
or the air defense intervention.

4.4.2 Mutual combat activity

The air defense combat subsystems, air attack and air defense, as seen in the general model,
"work together" for the "common goal" of ending air defense combat by engaging in mutual combat
to paralyze each other.

During the air defense combat, the opposing parties can intervene or strike each other at
different nodes. As the destruction of the elements of each subsystem of the system and the
interception of the exchange of information between them affect the effectiveness of the given
system to different degrees, the effectiveness of the different forms of intervention or strike will
also be different.

For example, it is easy to see that the destruction or radio-electronic interception of certain
elements of an air strike or air defense, i.e. individual strike of an aircraft or an interceptor fighters,
reduces the effectiveness of an air attack or air defense as a system less than air strike or air
protection intervention on an element of the command subsystem.

The basic output of an air attack, which utilizes the resources at its disposal, is air strike (2),
which is a set of combat activities against the object (Z°) and air defense (Z") - which, of course,
are at the same time they also form the undesirable input for opposite side:

7={7°2"}.

The utilized resources of air defense appear at the its main output, in the form of a set of air
defense interventions (B) to paralyze the air attack, which is also the undesirable input of the air
attack.

36

Gyorgy Seres, 1990



THE ARMED COMBAT AS A SYSTEM

4.4.2.1 Air strike against air defense

One of the most important internal feedbacks in the air defense combat are the destructive and
interception air strikes on the various nodes of the air defense indicated in Figure 2. Their
effectiveness ¢ is, in general, different and depends on the information obtained on air defense and
the environment.:

) vV ) V(|V,|k).
The set of Z" air strikes against air defense consists of the destruction of certain elements of
the air defense subsystems and the interception of their activity and the exchange of information

between them, which, in the resolution shown in Figure 2, can be subdivided into subsets of air
strikes at each nodes of the air defense:

2'={Z} (a=1,2,3,4,5,6,7).
where:

e Z; - interception of air defense reconnaissance equipment (jamming, deception,
radiolocation camouflage), the effectiveness of which depends, above all, on
information on reconnaissance activities:

0 1= @ Y1(I1,1%);

e 7, - destruction of air defense reconnaissance equipment (ground-based and airborne
radio and other locators, ground-based equipment for radio navigation and instrument
landing systems, destruction of visual reference points), the effectiveness of which
depends not only on information on their location but also on their activities and their

exchange of information with the combat command subsystem is also necessary to
identify them:

0 2= 0 "2(11,12,13,1);

e Z3 - interception of the exchange of information (disturbance, deception,
disconnection) of the command, reconnaissance and navigation elements of air
defense, the effectiveness of which:

0 3= ¢ “3(I3,1%);
e Z4 - destruction of air defense command devices (combat positions, automated

command devices), the effectiveness of which, in addition to their situation data, also
depends on the discovery of their information activities:

0 V4= ¢ "a(13,1,15,1%);

e Zs - interception of the air defense command information system (disturbance,
deception, disconnection), the effectiveness of which:

0 5= ¢ “5(15,1%);
e Zs - destruction of air defense executive ground devices (destroyers and interceptors)
(anti-aircraft missiles, artillery and jamming complexes, airports), the effectiveness of

which also depends on whether the air strike can identify them based on their
information links or the detection of their combat activities:
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0 6= ¢ "6(ls,15,17,1);
e Z7 - obstruction of the destructive activities of air defense (with air-to-air missiles,
deceptive and diverting targets, radio-electronic capture), the effectiveness of which:
0 '1= 0 "1(17,1.
4.4.2.2 Air defense intervention in air attack

Another important internal feedback of the air defense combat is the air defense interventions
in the air attack. Of course, their effectiveness is different and depends on the appropriate
information on the air situation and the neutral environment:

0 '= ¢ (C',C5,CY);

The air defense intervention, as shown in Figure 2, takes place at the main nodes of the air
attack, therefore, the set of air defense interventions is made up of subsets of interventions to
destroy the elements of each subsystem and to intercept their activities and the exchange of
information between them.:

B={Bv} (b=1,2,3,4,5,6,7,8).
where:
e B - interception of radio navigation activities of enemy aircraft (jamming, deception,
camouflage), the effectiveness of which, in addition to the detection of navigation

activities, also depends on the knowledge of the position data of the aircraft to be
intercepted:

¢ 4= ¢ 41(C1,C3,C5,C7,C5,CY);

e B - interception of airborne reconnaissance activities (jamming, deception,
camouflage), the effectiveness of which is affected by the availability of information
on reconnaissance activities and location data:

9 %= ¢ %(C2,C3,C%,CN);

e B3 - destruction of airborne reconnaissance equipment (physical destruction or
destruction of radar-bearing aircraft or forcing them to leave the runway), the
effectiveness of which, in addition to knowing their location data, also depends on the
information obtained about their reconnaissance and information activities:

¢ 5= ¢ 3(C2,C3,C4,C5,CY);

e By - interception of the exchange of information between air attack command and
reconnaissance devices (disturbance, deception), the effectiveness of which also
depends on the location data of the devices to be intercepted:

¢ '4= ¢ '4(Cs,C4,C*,CY);
e Bs - destruction of air attack command equipment (physical destruction or destruction
of air attack command points, or forcing them to leave the runway), the effectiveness

of which also depends on the availability of information on their information
exchange:

¢ '5= ¢ '5(C4,Cs,Cs,C5,CY);
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e Bg - interception of the control of the combat activities of enemy aircraft (disturbance,
deception), the effectiveness of which is also influenced by the location information:

0 %= ¢ '(Cs,Cs,C7,C5,CY);

e By - obstruction of the task performance of enemy aircraft (physical destruction or
destruction, or forced abandonment), the effectiveness of which is enhanced by
knowledge of its information and strike activities:

¢ 7= ¢ %(Cg,C7,Cs,C®,CY);

e Bg - obstruction of enemy aircraft strike action (air-to-ground missile action, jamming
suppression, camouflage), the effectiveness of which also depends on knowledge of
combat management information and strike position data:

¢ 's= ¢ '3(Cs,C7,Cs,C*,C¥).

If we want to fill the correlations between the inputs and outputs of the air defense combat —
the resource and loss values — with concrete content, then it needs to be clarified how each
subsystem of air attack and air defense uses the resource values available to them, and how they
are "transformed" into loss values.

4.4.3 Utilization of resources

It follows from the general model that the instantaneous total value of the resources utilized
by the air attack consists of the value of the resources devoted to strike and information acquisition
against the object and air defense.:

KE=K(0)=K™(0)+K™ (1),
where:
K*=K®()=K[Z°()]+K[1°OT+KID],
or:
K&=K*(t)=K[Z*'(t)]+K[I"()];

Since in the air attack system, strike is the responsibility of the executive subsystem, and
information acquisition and processing are the responsibility of the reconnaissance and command
subsystem, they also utilize the appropriate resources. Accordingly, for information resource
values:

2
Ko+ k[rol+k[o]=> KRw®] -kh©])
i=1
and for the resource values used for the impact measurement:
where K[R'(t)]i and K[V'(t)]i value of resources used or lost in subsystem i of the air strike up
to time t.

In addition, of course, the value of the resources used to intercept air defense is given by the
total value of the resources allocated to each node:
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K¥(t) = Z{ [z.®] +K[1.®]}

Based on similar considerations, it is also true in the case of air defense that the current total
value of the resources utilized consists of the value of the resources devoted to air defense
intervention and information acquisition:

KP=KP(t)=K[B(t)]+K[C(1)],

Since the intervention in the air defense system is the responsibility of the executive
subsystem, and the acquisition and processing of information is the responsibility of the
reconnaissance and management subsystem, they also utilize the appropriate resources.
Accordingly, it applies to information resource values:

K[ct(t>]+K[cs<t)]+K[cka)]zg{K[Rva)]i ko]

and the value of resources devoted to intervention:

KIBOI=KIR'()]s-KIV'()]s
where K[RY(t)]i and K[\V"(t)]i the value of resources used or lost by the i subsystem of the air
defense up to time t.

In addition, of course, the value of the resources used to intercept an air attack is given by the
total value of the resources allocated to each node:

Ko (t) = z{ B,(0] +K[C, )]}

In the context of the total value of the resources utilized, note that in the summation of the
resource values spent on obtaining the information subsets for each node, each set is included only
once, regardless of which node they are needed to optimize strike or intervention. This solution, of
course, presupposes that the internal organization of the air attack or air defense ensures the
interrelationship between the location data for each element of the opposing system and the
information on the information and/or combat activities of that element.

For example, for the destruction of aircraft belonging to the air traffic control subsystem (Bs),
in addition to radar positioning (Cs), to obtain and detect radio detection data (Cs and Ce) on its
communication links with elements of the reconnaissance and executive subsystems. It is also
necessary to determine the correlation between the two data sets. Since the latter are also
necessary to intercept the exchange of information (B4 and Bs), the decision-making information
system for air defense should be organized in such a way that all information on each element of
an air attack is processed at a same command point, thus ensuring their correlation. This can be
achieved by installing radar and radio reconnaissance devices together, or by centralized
processing of data provided by radiolocation or radio reconnaissance equipment in the same
airspace.

It follows from the description of the general model that the utilization of resources only
means: the examined subsystem utilizes the resources at its inputs for obtaining information and
air strikes, as well as for air defense intervention. It follows from the description of the general
model that the utilization of resources only means: the examined subsystem utilizes the resources
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at its inputs for obtaining information and air strikes, as well as for air defense intervention, thus
creating the internal feedback of the enclosure system — in our case the air defense combat.
However, in order for these resource values to be converted into loss values in the case of the other
subsystem or air attack, at the output of the object — and thus the air defense combat — under the
influence of the "suffering" subsystem or the object "transforming™ need. Efficiency factors ¢ serve
to dimension this transforming effect.

4.4.4 Efficiency of resources utilized

The effectiveness of destructive and interceptive air strikes at different nodes of the air defense
system, as we have seen, is different, Thus, the summed result of air strikes, i.e., the total loss value
of air defense, is obtained by summing the product of the resource value of air strikes for a given
node and its efficiency factor.:

KW — igova . sza
a=1

Like the loss values of air defense, the total loss values of the air attack system are obtained
by summing the product of the resource value of the air defense interventions at different nodes of
the air attack and its efficiency factor.:

8
K" = Z(ptb K"
b1

The loss value of the object is, of course, obtained as the product of the resource value of the
air strikes against it and the efficiency factor:
KVO:goOb.KZO

The total loss values for air attack and air defense are, of course, equal to the total loss values
for their subsystems.:

K" :iK(vH)
or
K" =iK(vvi)

After breaking down the "black box" of air defense combat in detail according to Figure 2, |
was able to review the main subsystems, nodes, characteristics of different outputs and inputs, basic
resource and loss values of the two subsystems, air defense and air attack, antagonistic relationships
in the combat against air defense. Even a resolution of this scale provided an opportunity to explore
the most important internal laws of the air defense combat and to draw some conclusions that go
beyond the general model of the armed combat and set the direction of further research.

4.5 Conclusions on air defense combat modeling:

1. During the modeling of the air defense combat as a specific form of the armed combat, |
did not specifically address the issues related to the object and the efficiency and effectiveness
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indicators of the system. I did this because | found that nothing more could be said here than the
description of the general model. In my view, the general indicators of object and protection can
also be applied to the air attack against air defense. The only difference from the general definition
of an object for an object threatened by an air attack and protected by the air defense system is that
in the case of an air defense combat, the attacking party does not usually aim to occupy the object
—although this is case cannot be completely ruled out either.

2. As far as the loss values of each subsystem of air strike and air defense are concerned,
determining them individually is no longer a simple task. For sure namely, that the destruction of
certain elements of the i™ subsystem increases the loss value of the i subsystem. However, it is
very difficult to decide which subsystem the exchange value of information between the individual
subsystems or the interception of the information acquisition activity of the reconnaissance
subsystem will increase. This issue needs to be addressed in the development of a detailed
mathematical model for air defense, as this is already beyond the scope of this dissertation and the
possibilities of one-person research.

3. For a more detailed analysis, the scale of resolution of "black boxes" needs to be further
refined. In the next chapter, | will only do this from the point of view of one of the subsystems, air
defense, but for similar reasons, this procedure can be extended to air attack. In the next step,
therefore, we will only break down the “black box™ of air defense on a smaller scale, considering
the connections associated with the air attack.
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5 STRUCTURE OF THE AIR DEFENSE SYSTEM

The structure of a system, according to the traditional approach, is usually understood as the
subsystems, their elements and the structure of their relations between them and the system
environment. According to them, all that is needed to examine the air defense system is to subdivide
the subsystems shown in Figure 2 and describe their relationships within the subsystem and with
the environment. In my opinion, this approach would not give a complete picture of the operation
of air defense as a system, as such — essentially organizational — structure does not, or only
superficially, show the interdependence and relationships of the tasks to be solved within the
system, or obscure their organizational order. In a complex system such as air defense, an
organizational element must solve several functional tasks, at the same time, the solution of a task
is divided between the individual organizational elements.

For example, if an air defense missile subunit is an organizational element of air defense — and
should be considered as such — it is difficult to decide which subsystem of the air defense system
to classify. In a first approximation, we could say that, of course, it belongs to the executive
subsystem. However, an air defense missile subunit itself forms a complex system. The
reconnaissance-targeting radar of the subunit solves reconnaissance and combat position
management tasks, and the missile guidance system performs the air defense intervention. The
latter, in addition, solves reconnaissance and management tasks itself.

There are two ways to resolve this contradiction. One is to break down the "black boxes" of a
system to such a depth that the elements there are already truly elements, as they can be clearly
classified into one of the sub-subsystems. This, | feel, would lead to a clear structure being found
only at the level of each component. | dare not mention the people in the system, since even a
locator operator handles the tasks of at least two subsystems. Going down this path, due to the
uncertainty of the functional affiliation of the elements, we get either a contradictory model, or if
the resolution is already deep enough, we get an unmanageable model even using modern
computational science.

To resolve the contradiction, therefore, | have chosen a solution below that — which, like X-
ray tomography — illuminates the system from several directions and the based on the correlation
of "sections™ gives a sufficient depth but still manageable model of the air defense system. The
essence of this is that the resolution of the "black boxes" of air defense first is structured according
to the tasks to be performed in order to achieve the goal of the air defense combat system, second
according to the their organization structure, and last according to the function of elements. Only
then, in the light of these structures, is it necessary to examine the organizational and spatial
structure of air defense. Most researchers study the air defense system based on the latter two.
Therefore, | will not apply them, | just want to point out that I consider the spatial model of air
defense of Istvan Kurucz [35] and the organizational structure model of Janos Czékus [36] are the
closest to the model I developed.

5.1 Task structure of the air defense system

In order to optimize the air defense intervention, it is first necessary to obtain information
about the air attack and, as we have seen in the description of the air defense combat, about the air
situation, including the elements of the air defense system implementing the intervention. In order
to monitor the dynamic changes in the aeronautical situation, the obtained reconnaissance data
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must be continuously processed, correlated with each other and information on each element of the
aeronautical situation must be assigned to each other.

In addition, information on the executing elements of the air defense system should be
collected and, as a result of their correlation with the air situation data, the management information
needed for optimal intervention should be determined and used to control the intervention.

This process is illustrated by the task structure of the air defense combat system, which I have
outlined in Figure 3. The task structure includes the interdependent tasks to be performed in time
and the complementary tasks to be performed in time, as well as their necessary and possible
relationships.

5.1.1 Inputs of the task structure

Until 3.4.1.2. | grouped the set of information forming the input of air defense, basically
according to its sources, i.e. each node of the air attack, the task structure of air defense requires
the grouping of the same information according to the method of acquisition.

Accordingly, the inputs of the task structure on the air position are by emitted towards (C*’,
and C*) reflected (C?), or emitted by airborne transponder (C*) radio signals and other natural or
artificial passive (light, heat, sound) location signals (CP) or communication radio signals (C") from
own and enemy aircraft, as well as from other targets:

C={C*,C*,CP,C'}

The sources of these have already been shown in Figure 3. We will now examine which
sources are characteristic of each signal type and which signal types are received from each source
to the appropriate inputs.

With active-primary radiolocation, i.e. based on reflected signals, air defense can obtain
information about the spatial position of elements of the aerial situation, such as own and enemy
aircraft, as well as natural and artificial targets — meteorological formations or reflectors for
deception or capture, but he cannot, or can only with great uncertainty, determine what task they
perform or what purpose they serve. Accordingly, as indicated in Figures 2 or 3:

Cap:{Capc,Cap'S,Cap‘k} (c=3,5,7,8)
where:

e C%¥. - set of active-primary location signals from ¢ node of the air strike carrying
information on the spatial position of enemy aircraft;

e (%3 - set of active-primary location signals carrying information on the spatial
position of the own aircraft;

e C¥k . set of active-primary location signals carrying information on the spatial
position of other elements of the air situation.

With active-secondary radiolocation, i.e. based on a response signal, the air defense system
can usually only obtain information about the position of own aircraft, or based on signals
identification, friend or foe (IFF) system, it can select from the data obtained with the active-
primary location those belonging to own. In addition, active-secondary radar systems provide the
possibility of certain communication links between the ground and air components of the air
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defense system — flight number, altitude etc. [25]. Accordingly, the set of active-secondary location
signals carries information on the air defense's own aircraft:

CaS:{CaS-S}

With passive radio, thermal (infrared) and sound (acoustic) and light (laser and optical)
locations, i.e. based on the target's own radiation and visual reconnaissance, air defense can obtain
information about the position of both own and enemy aircraft. Passive location will play an
increasingly important role in modern air defense, whereas the emission of active-primary radar
transmitters is an undesirable output of the air defense system, which is the very "cheap" passive
radiolocation information for the air attack. In addition, the capture of active-primary radars with
increasingly powerful jammers, increasingly "intelligent” deceptive jammers, and the use of
"stealth™ techniques significantly reduce the information capabilities of traditional active-primary
radars. At the same time, a passive location system with a well-designed spatial structure, data
transmission and processing capacity can significantly improve the reliability of the provision of
air situation information to air defense.

Accordingly, passive location has a place at all inputs where air defense also uses active-
primary radars, whereas a set of passive locational signals operating on different physical principles
also carries information on the elements of an air attack and the position of the air defense's own
aircrafts:

CP={CP;,CP*} (c=3,5,7,8).
where:

e (CP¢- set of passive location signals from node c of the air strike carrying information
on the spatial position of enemy aircrafts;

e CP=-set of passive location signals carrying information on the spatial position of the
air defense's own aircrafts.

Radio reconnaissance, i.e. the analysis of the information content of the communication radio
signals emitted by aircrafts, can provide information on the information activity of the air attack
system, which is necessary to determine the function and specific task of enemy aircraft within the
attack.

In the air defense system, in addition to passive radiolocation reconnaissance and tracking, as
well as traditional radio reconnaissance activities, intercepting communications and analyzing the
exchange of information on them, in order to intercept the radio communication, location and
navigation activities of air attack, radio reconnaissance must do. Passive radars can and should not
only determine the position of aircraft in an air attack, but also provide information on the purpose
of the aircraft, its role in the air attack system and the nature of its combat activities, based on the
analysis of the radio signals emitted by them.

Accordingly, radio reconnaissance devices shall be used at the inputs of the air defense system
where the task of obtaining information on the information activity of the air attack system - radar
reconnaissance, radio navigation, information exchange and radio electronic interception - is to be
performed.:

C'={C'q} (d=1,2,4,6,8)
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TASK STRUCTURE OF AIR SITUATION
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If we compare the above-described possibilities of obtaining information on air defense with
the information relations of the two subsystems of air defense combat 3.4.1. can be stated as
follows:

1. Information on the radio navigation and reconnaissance activities of enemy aircraft and on
the external and internal exchange of information between reconnaissance and combat command
subsystem of the air attack system can only be obtained by radio reconnaissance.:

Ci={C"1},

Co={C"2},

C4={C"4},
or

Ce={C'¢}.

2. Regardless of their destination, the air defense system can obtain information on the position
of air strike aircraft by active-primary and/or passive location.:

C3={C?3,CP3},

Cs={C?%s5,CPs},
or

C7={C?7,CP7}.

3. Depending on its nature, air defense can obtain information on the strike activity of the air
attack, depending on its nature, by active-primary or, passive location or radio reconnaissance:

Cs={C%5,CPs,C's}

Once it has been clarified on what basis the air defense system obtains the information
necessary for its operation from the signals from the air situation, review the tasks that need to be
performed to create an output for an air defense intervention.

5.1.2 Phases of information processing

In order to optimize air defense intervention, a few information processing tasks need to be
performed, regardless of the signal used to input the information required for the intervention.
There is a wealth of information on how to solve these information processing tasks in the
literature. | have previously worked on this problem myself in my dissertation [34] and in some of
my publications [26-29], so | do not wish to examine this issue in detail here. However, in addition
to the widely available foreign sources, | would like to highlight the works of two Hungarian
military researchers, Sandor Osz [30,31] and Robert Pick [32], whereas in these works the authors
have elaborated the issues of automatic processing of radiolocation and radio reconnaissance
information in a systems approach, taking into account the possibilities of modern computer
technology and domestic peculiarities;.

Here | would just like to draw attention to some features of the course of processing air
situation information. First of all, I would like to emphasize that the purpose of the elements in the
columns of the air defense task structure (Figure 4), selected on the basis of the method of obtaining
information, and the order of execution of the tasks are the same, regardless of the nature of the
signs carrying the information. In addition, except for signal detection, the algorithm of all
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information processing tasks has a similar structure. The basic structure of this algorithm is shown
in Figure 5.

Input Cumula-

I\
| — > tlon :> Analysls |

-
, @7
Ol ~ _

Data : Data
< definltlon

transfer
Output

Figure 10. Phases of information processing

In data transmission systems, signal detection is always a stochastic task, but especially in
military radio location and detection systems. In the case of passive location and radio detection,
the determining signal source is the target itself, in the case of active-primary location is the
"transmission channel”, and the target has an antagonistic but at least indifferent relationship with
the "party" operating the receiver. Consequently, the authenticity of the information carried by the
detected signals can only reach an acceptable level after multiple correlations of detected signals
accumulated in time and/or space. In the case of the air defense system, the situation is further
complicated by the fact that the aircrafts that are the sources of information are constantly and
generally changing their spatial position, performing maneuvers and crossing their tracks at high
speeds. Therefore, the received signals and the data obtained from them must be processed
cyclically according to the presented-on Figure 4 algorithms. The frequency of the cycles and the
content of the subtasks to be performed during the cycle will, of course, vary depending on the
phases of the processing course, however, the purpose and nature of each element of the algorithm
is the same at all stages of processing.

Each processing phase begins with the cumulation of input signals and data arriving in series
and/or in parallel with the previous phase. Based on the analysis of the signals accumulated in this
way, it is possible to decide, with certainty in accordance with predefined authentication
requirements, whether the individual signals or data come from the same source. The definition of
the "extractable” data in each phase, with enough reliability, can only be done in the case of a
positive decision and transmitted to the output of the ongoing and input of the next processing
phase.

Each information processing cycle can be partially or fully automated, depending on the extent
to which the decision criteria can be made exact. One of the features of the air defense system is
that, regardless of the degree of automation, human control and intervention must be possible at all
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stages of the information processing course, whereas there is also the possibility of human
intervention on the side of the opposing party, the air attack, influencing the decision criteria.

As | indicated at the beginning of this point, | do not want to deal with the content of the
elements of the task structure - certain phases of the information processing course, however, for
the sake of clarity, | present the structure of the tasks and the content of the notations used on the
sketches illustrating each processing phase.

I. In the first phase of the information processing process, signals arriving at the inputs are
detected, where:

e CP?-setof signals radiated into the airspace for active-primary location;

e C% - set of signals radiated into the airspace for active-secondary location;

e C® - set of signals reflected from aerial targets;

e (C® - set of signals transmitted by on-board transponders of air defense own aircraft;
e CP - set of passive location signals emitted by air targets;

e C'-setof radio detection signals emitted by aerial targets.

I1. In the second phase of the processing, with the cyclicality required by the decision criteria,
it is necessary to decide which signals are collected and analyzed and decoded in parallel from
one detection point in time or from several receiver points in parallel at the same time, which come
from the same source. By detecting the associated signals, it is possible to determine what
information they carry. At this stage, depending on how the information is obtained, the following
data can be determined:

e C¥J - inthe case of active-primary location, a set of two- or three-dimensional spatial
position data of air targets, which may be supplemented by velocity and dimension
data depending on the modulation system of the radiated signals;

e C*™J-inthe case of active-secondary location, a set of two- or three-dimensional spatial
position data of the air defense's own aircraft, suitable for individual and/or group (11F)
identification, depending on the response coding system, possibly for flight path,
combat operations and crew and on-board equipment status may be supplemented by
relevant data;

e CPJ-in the case of passive location and processing of detected signals from a single
point, the aeronautical targets shall be one- or two-dimensional in the case of a system
with multiple passive locator points and an appropriate spatial structure for centralized
target signal detection (see point 4.2 below); a set of three-dimensional spatial position
data, which, depending on the modulation content of the detected signals, may be
supplemented by data indicating the nature of the target or its combat activity;

e C" - in the case of radio reconnaissance, a set of data on the nature of the aircraft, its
information, possibly its combat activities, which may be supplemented by direction
and performance data, depending on the capabilities of the receiving point.

[11. In the third processing phase, based on the accumulation and analysis of the target data
from the previous phase, it has to be decided to what extent the data obtained in the given
processing cycle correlate with the data of the previous cycle. they come from an air destination.
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The target track data defined here is the basis for continuous target track tracking to be performed
in the next phase:

e C¥"'-inthe case of active-primary location, a set of two- or three-dimensional spatial
position and velocity vector data of aerial targets, which may be supplemented by
target characteristic and dimensional data, depending on the modulation system of the
radiated signals;

e C*®' - in the case of active-secondary location, a set of two- or three-dimensional
spatial position and velocity vector data for the air defense's own aircraft, suitable for
individual and/or group identification, possibly for flight path, combat operations and
crew, depending on the response coding system, or on-board equipment condition
information;

e CPY-in the case of passive location, target path detection is only possible in the case
of a system with several passive locator receiver points and a suitable spatial structure
that centrally processes the detected target signals (see section 4.2 below). In this case,
as a result of this processing phase, the data set presented at the active-primary location
may be available, which may be supplemented by data indicating the nature of the
target or possible combat activity, depending on the modulation content of the detected
signals;

e C"-Inthe case of radio reconnaissance, the set of data on the nature of the air target,
information and possibly combat activities can only be assigned to each target track if
passive location tasks are also performed or data from the air defense radio
reconnaissance and passive location systems are processed centrally.

IV. In the fourth processing phase, based on the correlation of the previously detected
target track data must be refined continuously — more precisely, at discrete intervals
corresponding to the cycle time determined based on the maneuverability of the air targets. In the
case of maneuvering detection, changes in the target vector velocity vector data must be
determined. The most critical issue in this processing phase is the crossing of target tracks, because
this can result in tracking interruption or tracking loss. The list of outputs of the Ill. processing
phase already includes everything related to the output of this phase, except for the maneuver data
of the track of the air targets, so I will not give another list here either. | will present the outputs of
this phase at the inputs of the combat tracking phase.

The literature does not usually differentiate between track discovery and tracking tasks,
however, | considered it necessary to define the two tasks separately, whereas the decision criteria
of the two cycles — and thus the possibilities of realization — are significantly different from each
other. This approach is also supported by the fact that in many automated systems the degree of
automation of the two tasks is different.

V. In the fifth phase of the information processing process, information (A) on not only the
air situation but also the position and activity of the relevant ground elements of the air defense
system - the air defense intervention - is displayed at the input. The information processing cycle
of this phase differs from the first three in that here the information from the air defense system's
own components or, if the acquisition and processing of the air information is organized in a
sufficiently reliable manner, even aeronautical information cannot be considered completely
stochastic. That is why I called the accumulation phase here combat data collection.
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VI. The literature available to us does not, in general, classify the task of monitoring the
situation as one of the tasks of the information processing process. In my opinion, which is also
supported by the design and operation of known automated air defense control systems, combat
tracking is also an integral part of the information processing course.

The content of the battle tracking cycle - battle data collection and analysis issues, decision
criteria for recognizing a new battle situation, and the algorithm for determining correlation data
between air defense and air attack elements, and variants for determining intervention information
(B") For intervention optimization based on them - | elaborated in my dissertation [34], and | see
that its contents are still applicable today. Therefore, even in the case of the combat tracking phase,
I limit myself to listing the inputs and outputs:
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C*-in the case of active-primary location, a set of three-dimensional spatial position,
velocity and acceleration vector data of air targets, which may be supplemented by
target characteristic and dimensional data depending on the modulation system of the
radiated signals;

A% - a set of information on the status and activity of the elements of the air defense
system performing the intervention requiring active-primary location information - the
air defense missile and the fighter teams - based on the correlation data required to
optimize the intervention - the expected time and place of arrival in the destruction
zone; the expected duration of stay in the zone and the probable distance of the capture
areas, the value of the expected probability of destruction, etc. - can be determined;

B%' - the set of control information required for the optimal intervention of the
elements of the air defense system performing the intervention requiring active-
primary location information;

C® - in the case of active-secondary location, set of three-dimensional spatial position,
velocity and acceleration vector data from the air defense's own aircraft, suitable for
individual and / or group identification depending on the response coding system,
possibly for flight path, combat and crew, and may be supplemented by data on the
condition of on-board equipment [25];

A% - set of information on the condition and activity of the aircraft performing the
intervention of the air defense system, the air defense missiles under their control and
the fighter jets carrying out the interception, on the basis of which the correlation data
required for the deployment or interception can be determined,

B - set of information required to control the intervention elements of the air defense
system;

CP - in the case of a system with passive location and several passive locator receiver
points and a suitable spatial structure, centrally processing the detected target signals,
a data set similar to the one presented at the active-primary location, which, depending
on the modulation content of the detected signals, are supplemented;

AP - a set of information on the status and operation of the aircraft of the air defense
system, the air defense missiles under their control and the fighter jets capturing them,
and the elements of radio electronics intercepting the relevant junctions of the air

Gyorgy Seres, 1990



THE ARMED COMBAT AS A SYSTEM

strike, the air defense jamming complexes, the correlation data required to capture or
optimize the capture can be determined;

e BP'-setof information required for the above intervention elements of the air defense
system;

e C"f-in the case of radio reconnaissance, a set of data on the nature of the air target,
information, possibly combat activities, which is used to determine the control
information needed to optimize the intervention in the air situation, to supplement the
information obtained with different forms of location.

In the task structure shown in Figure 3, the first five phases are the process of obtaining and
processing aeronautical information. The intervention, marked as the sixth phase, creates the output
of the air defense system.

5.1.3 Outputs of the task structure

Depending on the nature of the air defense intervention, it can be divided into two groups. The
first group includes destructive air defense activities (B™) aimed at destroying, rendering
incapacitating or forcing them to leave their route enemy aircrafts. The second group includes
disruptive air defense activities (B') aimed at capturing aircraft electronic equipment. All these
forms the basic output of the air defense system:

B={B"B"}
The first group includes the combat activities of the anti-aircraft missile (and artillery) (B")
and the fighter troops (BY):
B™"={B".B'},
and the second, in addition to the radio-electronic catching blow activity (B?) of the air defense

jamming teams, also includes the technical, optical, infrared or radio camouflage (B?) of the
protected object:

BIZ{BZ,Ba}

Of course, each output of the air defense system appears as an input at various nodes in the air
attack system. Comparing Figures 2 and 3, they are related to each other as follows.

In Figure 4, I have marked with a double line the destructive interventions of the anti-aircraft
missile (artillery) and fighter troops, which threaten the elements of the air attack subsystem and
prevent the air strike performed by them.:

B'={B'} (c=3,5,7.8),
or,
B'={B'} (c=3,5,7,8).

Among the interfering interventions marked with a dashed line in Figure 2, the combat
activities of the air defense interfering teams are aimed at intercepting the radio navigation, location
and communication activities of the air attack.:

B’={B%} (d=1,2,4,6,8).
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Disturbing preventive intervention and camouflage of the protected object reduce the
effectiveness of air navigation, reconnaissance and strike measurement activities:

Ba={B%} (e=1,2,8)

And if we want to group the outputs of the air defense system in the order of the inputs of the
air attack, we get the following relations:

1. The navigation and reconnaissance activities of the aircrafts of the air attack system can be
interfered with by the camouflage of the object, the combat elements of the air defense system and
various orientation points (B?), as well as the combat activities of the air defense disturbing troops
(B?).:

B:1={B*1,B%},
or,
B.={B%,B%}.
2. In order to destroy the aircraft of the reconnaissance, command and control subsystem of

the air strike, air defense may intervene through the combat activities of the air defense missile (B")
and the fighter flight teams (BY).:

Bs={B'"s,B"3},

Bs={B's,B"s},
and,

B:={B'7,B"7}.

3. Interception of the internal, reconnaissance and combat command exchange of air attack
can only be achieved through the combat activities of air defense radio jamming troops:

Bs={B"4},
or,
Bs={B%}.
4. Air strike activities of the air attack must be prevented of air defense intervention:
Bs={B's,B"s,B%,B%}

In describing the task structure of the air defense system, | have shown that its individual
phases must be performed one after the other in time, that is, they are in series with each other and
their order is not interchangeable. At the same time, | pointed out that the tasks to be performed in
parallel can be performed independently of each other, in a decentralized way, or by connecting
the outputs of the previous phases, centrally. Whether the implementation of each task in the air
defense system is centralized or decentralized is reflected in the organizational structure of air
defense.

5.2  Organizational structure of the air defense system

Figure 6 illustrates the theoretical possibilities of organizing the implementation of tasks in
the air defense system. If we compare this with the task structure shown in Figure 5, we can state
that among the tasks included there, the reception of different signals carrying air information and
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the implementation of certain types of air defense intervention can only be implemented in a
decentralized manner. However, the tasks of each phase of the information processing course (I-
V.) can in principle be performed both decentralized and centrally.

The role of the centralized or decentralized implementation of each task in the operation of
the air defense system has already been mentioned in the description of the task structure. | have
indicated, for example, that in the case of passive location, the determination of the spatial position
data of air destinations and, consequently, the further phases of information processing can only be
implemented centrally. Or, for example, data obtained by radio reconnaissance can only be
assigned to individual destinations if the processing of location data obtained by one type of
location and data obtained by radio reconnaissance relating to the radio communication activities
of that destination is centrally organized. However, the degree of centralization of task execution
in many other respects also significantly affects the effectiveness and efficiency of the air defense
system.

In the case of each basic organizational variant, the concentration of data processing and
display capacity and the need for data transmission capacity are different. The higher the degree of
centralization, the more central data processing, display and transmission capacity is required in
the system - that is, the cost factors of information processing increase with the degree of
centralization.

However, as the amount of data accumulated in the same time increases, the reliability of
decisions made in each processing phase and the accuracy of data determination also improve, and
the same reliability can be made and data of the same accuracy can be determined in a shorter time.
This results in an increase in the reliability of the control information needed to optimize the air
defense intervention, as well as a reduction in the time required to produce it, and, as a result, an
improvement in the effectiveness of the air defense interventions.

For example, as | have already pointed out when discussing the task structure, the detection
of the target paths can take place one after the other, in a decentralized manner, based on the
accumulation of target signals detected by one locator in time, per space scan cycle. But target
paths can also be detected centrally, based on target signals detected by several locators operating
in the same airspace, at almost the same time — within a detection cycle time. It is easy to see that
with the centralization of the target track detection task, with the same signal detection and
detection probability, a higher target track detection probability can be achieved in the same
accumulation time. Respectively, a specific — required — target track discovery probability can be
provided in a shorter time than in the case of decentralized target track discovery per locator. The
latter is of paramount importance in particularly complex air situations and in the case of frequent,
unexpected maneuvers of air targets.

Sandor Osz dealt in detail with the problems of centralized and decentralized processing of air
information in his already mentioned works [30,31], therefore, | will now only briefly summarize
the characteristic features of the basic types of air defense organizational structure.
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Figure 11. Centralization of tasks

a/ Cooperation with decentralized combat leadership is the lowest level of centralization —
say 0™ degree. In this case, all tasks of the information processing process are performed in a
decentralized manner, however, prior to the commencement of the intervention, the executive
elements of the air defense system shall exchange air information obtained and processed by their
own devices, and inform each other of their planned and already executed interventions.

This degree of centralization, which is the least efficient but requires the least material and
human resources, corresponds, for example, to the protection of an object by several different
armed units with independent reconnaissance and command equipment and organs. — or because
they are not organizationally subordinate or have lost contact with their common superior.

b/ We can talk about centralized combat command when the executive elements carry out
their intervention tasks based on the control information defined by the common superior and the
target distribution.

A typical example of this organizational variant is an object-protecting, stand-alone anti-
aircraft missile unit, each sub-unit of which has a stand-alone reconnaissance, data processing,
and display system. They transmit the air situation information they have acquired and processed
through a data transmission system, together with information on the combat capabilities and
activities of the sub-unit, to the unit's command post Based on the centralized monitoring of the
combat situation, a decision on the target allocation reflecting the optimal intervention version of
the subunits is made here, which is then returned to the subunits in the data transmission system.

¢/ The centralization of the target trajectory tracking task means that the trajectory is tracked
at a central control point, based on several target trajectorial data received from one air destination
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at the same time. With this solution, as a result of a smaller extrapolation error, tracking can be
continued more reliably than in the case of decentralized maneuvers.

Centralizing target trajectory tracking does not necessarily mean that centralized combat
tracking is done at the same level. For example, centralized trajectory tracking may be performed
at multiple reconnaissance battle stations with radar reconnaissance in the same airspace, and
centralized combat tracking at a higher command level can even take place at a distant command
position.

d/ Centralization of target track reconnaissance, as already mentioned, is always necessary
when using passive location and radio reconnaissance, whereas it is not possible to determine the
spatial position of an air target with one passive locator, or the acquired radio reconnaissance data
cannot be assigned to the appropriate air target. However, centralized execution of target track
discovery may be required in the case of an active location if the position data that can be
determined by a locator in a target discovery cycle is not reliable enough to ensure that the
probability of target lane detection reaches the required level. This can occur either due to the low
probability of signal detection under jamming conditions, or due to the extrapolation error caused
by the long space scan cycle time and the ability to maneuver the targets quickly.

The two most basic organizational types of large-scale radar information systems in air
defense systems are the decentralized and the centralized target orbit detection and tracking
procedure. A suitable way to compare these two solutions is the model recommended by A. Farina
[33], which examines the development of extrapolation error in the case of centralized and
decentralized implementation of information processing.

e/ The centralization of target signal detection requires a significantly different technical
solution. While in the above cases numerical data always carries the information to be processed
centrally, when detecting signals from the air situation, information — continuous or discrete —
analogue signals always play the role of information carrier.

Consequently, in the above cases, the data transmission and processing, such as
transformation into a common coordinate system or extrapolation due to information delay, can
be performed by universal data transmission and processing devices. For detected analog signals,
universal devices cannot be used for either transmission or centralized processing. Centralized
signal discovery is therefore most used for synchronously cooperating, multi-channel complexes
with multiple coherent transmitters and receivers, active-primary, and primary and secondary
locators.

f/ Centralized signal detection represents the highest degree of centralization of information
processing. In this case, the central processing control point receives, without virtually any
processing delay, radio frequency signals from the air source from the same source, i.e. an air
target, from which all the information they carry can be "extracted".

Centralized signal detection can only be implemented with coherent locators, therefore, this
version is used for a deployed locator system with one transmitter and multiple receivers, in which
the coherence of the transmitter and receivers is ensured by the radio frequency reference channel
established between them [22].

Centralizing information processing, of course, has not only advantages but also
disadvantages. In addition to the increase in central data processing and display and data
transmission capacity requirements, i.e. cost factors, coordinate transformation and extrapolation
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result in additional calculation errors, data transmission channels cause data loss or distortion and
introduce external disturbances into the system.

I must also note here that, of course, the basic types of organization never appear so clearly in
each air defense system. The inputs of the system - basically the devices , methods and ways of
obtaining information - and the outputs - the forms of air defense intervention, but also the losses
suffered during the air defense combat- influence the degree of task concentration necessary and
possible in each phase of processing. Thus, when deciding on the degree of centralization of
information processing, it should be considered that:

- what location procedure can or should be used under the given locator-target conditions;

- in addition to the applicable location procedure, the degree to which centralization can meet
users' quantitative and qualitative information needs;

- whether the additional costs caused by the necessary degree of centralization are
commensurate with the improvement in the effectiveness of the air defense system that can be
achieved under the conditions of the expected air defense combat.

The extent to which the centralization of certain tasks of information processing in a specific
air defense system affects the relations of which elements of the system can be determined based
on the examination of the functional and organizational structure of the system.

5.3 Functional structure of the air defense system

When presenting the task structure of air defense, | did not talk about, but in Figure 4,
surrounded by a dashed line, I marked the functional affiliation of each task and its relationships.
If we compare this with the subsystems of the air defense combat system shown in Figure 3, we
can discover some contradictions in their designation. This contradiction, which is in fact only
apparent, is since the larger-scale resolution of Figure 2 only allows the separation of the
exploration — the information acquisition and processing the and decision functions. Yet these
functions are inseparable in the information processing process. The decision function is divided
between each task in the process.

In practice, this means that a wrong decision made at any stage of the information processing
process will affect the outcome of all further phases. For example, if a locator manager — or the
automation that performs its task — finds a jamming signal as a target signal during target signal
detection, or conversely, evaluates a target signal as a jamming signal, then the decision on target
allocation at the highest level can only be wrong.

In order to resolve this contradiction, I have outlined the functional structure of air defense in
Figure 3, based on which I divided air defense into two large, structurally related subsystems, the
decision-information system and the executive system. The former implements the reconnaissance
and leader according to the categories in Figure 3, the latter implements the functions of the
executive subsystem. Of the different structures of the air defense system, the functional structure
seems to be the most suitable to illustrate the relationships with the other air defense combat
subsystem, air attack, therefore, in Figure 3, | also indicated the most characteristic connection
points of the two subsystems.
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5.3.1 Air defense decision-information system

The decision-making information system of air defense consists of the air position control,
combat management and cooperation information subsystems, as well as the connections between
them.

The purpose of the decision-information system is to optimize the intervention of the air
defense executive forces — the air defense missile, the fighter jet and the air defense jamming troops
— in the air situation. Consequently, it is responsible for obtaining, collecting, processing,
transmitting, and displaying the information needed for optimization.

Its inputs are related to the air situation (C) on the one hand and to the air defense executive
system (A) on the other. A significant part of the air attack strike activity (Z) also reaches air
defense through its decision-information system (Z1-Zs).

Its outputs are basically related to the air defense executive system, defining the tasks of
optimal intervention (B!) And ensuring the exchange of information necessary for optimal
cooperation.

5.3.1.1 The air situation information subsystem

The air situation information subsystem is basically based on active primary and secondary
and passive radio, infra- and possibly sound locators, as well as visual and radio detection tools,
which are interconnected by devices implementing data processing, transmission and display
functions. Its aim is to create the set of information characterizing the air situation (C) by detecting
and processing the signals (C) from the air situation, in a form appropriate to the command and
cooperation subsystem and the executive subsystem.

As indicated, the various jamming signals (Z1), deliberately created by the air attack system,
also enter the air defense system through the inputs of the air information subsystem. These are
intended to prevent the detection of real signals and to cause the detection of false targets, and
thereby misleading the air defense system, committing information processing and intervention
resources - ultimately reducing the effectiveness of air defense. Active-primary radars are the most
sensitive to these interference signals and passive location procedures are the least sensitive.
Aircrafts belonging to targets that have not been processed due to jamming or for other reasons
(C™ will be leave the air defense system without detection — and thus without air defense
intervention.

In addition, to jamming with reconnaissance equipment, air strikes also limit the data
processing, transmission and display capacity of the subsystem by destroying the elements of the
air information subsystem (Z2) and by electronically intercepting the target information system
(Cs), which transmits the processed aeronautical information subsystem (Cf) and thus the
effectiveness of the entire air defense system.

The output (C") of the air information subsystem consists of a union of subsets of information
related to the combat command subsystem (C™) on the one hand and to the air defense executing
system (C™, CV, C™) through the cooperation information subsystem on the other:

szcfh U Cfr U Cfv U sz
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5.3.1.2 The combat-command information subsystem

The combat-control information subsystem consists of the different levels of control points
(command positions) of the air defense system and the connections established between them
according to the hierarchical structure of the system.

The optimization of the basic goal of the air defense decision-information system, the
intervention in the air attack system, is realized In this subsystem. This objective is pursued by the
subsystem by comparing the information on the situation (C") and the position and capabilities of
the executive system (A).

Accordingly, the inputs of the subsystem are connected to the air information subsystem (C™)
on the one hand and to the executive system (A) via the cooperation information subsystem on the
other hand. The anti-aircraft missile and artillery (A"), fighter jet (AY) and anti-aircraft jamming
(A% troops exchange information on their capability, combat readiness and combat activities
through the cooperation information subsystem, and these are summed up at the input of the combat
command information subsystem:

A={A", A, A%}

The optimization of combat activities is ensured by the decision on target allocation or, in the
case of decentralized management, on the independent selection of targets. This decision can be
made by comparing the two sets of input information, and the control information (B') containing
the corresponding tasks from the output of the combat management information subsystem is fed
to the input of the individual elements of the executive system via the cooperation information
subsystem:

B!:{B!r, B!V, B!Z}’

The capabilities of the Combat Control Information Subsystem, and thus the effectiveness of
the air defense system, are reduced by air strikes with devastating (Z4) and radio electronic
interceptors (Zs) air strikes.

5.3.1.3 The cooperation information subsystem

The cooperation information subsystem consists of the information relationships of the
different decision levels of the air situation information and the command information subsystem.

The purpose of the subsystem is to ensure the optimization of the command of anti-aircraft
missiles, fighter jets and anti-aircraft jamming troops operating in the same airspace in the case of
decentralized combat command. This form of management can take place at any time during air
defense, due to the saturation of control points operating at higher hierarchical levels of the combat
command information subsystem — exhaustion of data processing, data transmission or data display
capacity — or disconnection of information communication with them. In this case, all the
information needed to optimize the decision for self-selection should also be available at the lower
decision levels. This can only be ensured if they know each other's activities at the cooperating
management levels and exchange information on the air situation available to them.

The inputs and outputs of the o-operation information subsystem, as we have seen, connect
the air situation Information and combat command information subsystems to the air defense
executive system. The processed air information (Cf) and the information on the combat
capabilities and combat activities of the elements of the executing system (A) and the management
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information on the target allocation (target selection) (B') pass through the cooperation information
system, thus enabling mutual information between the same decision levels of the decision-making
information system of the air defense.

As we have seen, the elements of the co-operation information subsystem are the same as
those of the air situation information and combat command information subsystems — differing
only in the data transmission channels —, air strikes (Z* and Z° respectively) affect the efficiency
of the subsystem.

5.3.2 Air defense executive system

The air defense executive system is functionally composed of the fighter jet, the air defense
missile, and the elements of the air defense jamming troops that directly intervene in the air
situation.

The input of the executive arms of the air defense system, as a result of target allocation or
independent target selection, control information for the specific intervention (B!, B/, B;') and
aeronautical information (C.f, C/f, C.") required for the execution of the combat tasks.

The basic output of the executive subsystem - at the same time of air defense - is a set of air
defense interventions carried out by different types of arms. In addition, each arm also has an
information output (A", A", A%), which, as we have seen, provides internal feedback to air defense
system through the cooperation information subsystem of the decision information system.

As | pointed out, the organizational and spatial structure of air defense realistically presents
the operation of the system only together with the structure of the tasks to be performed, their
organization and the functions arising from them. Having presented these structures in detail, as a
cross-section of the air defense system in different respects, 1 do not wish to deal with the
organizational and spatial structure, whereas the vast majority of the air defense literature examines
precisely these cross-sections of the system, at different depths [35,36], which may well
complement my own research findings.
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6 NEW SCIENTIFIC RESULTS OF THE DISSERTATION

1. During the research of the decision-information system of air defense — based on the
modeling of the systems that make up its environment — | realized that in armed combat the system
of attack and defense come into such a close but antagonistic relationship that they form a new,
higher level system.

2. Based on this recognition, | verbally defined armed combat as a system. | described attack
and defense as two subsystems of this system. | formulated the outputs and inputs of the
subsystems, their basic connections, their purpose and tasks. | have proved that the purpose of the
armed combat is to eliminate itself, as its subsystems "work together" to do so.

3. I have found that the "cooperation™ of the subsystems is antagonistic, because it is realized
by mutual obtaining of information, offensive strike and defense intervention. These relationships
also form the internal, negative feedbacks of the armed combat system. From this | concluded that
armed combat is a system of a cybernetic nature.

4. | discovered that the resources coming to each subsystem from their own environment are
also the inputs of the armed combat system, and that the losses of the subsystems are also its
outputs.

5. I have logically proved that the armed combat itself is not a hierarchical system, since the
information, decision-making and enforcement functions of its subsystems — which, in turn, are
hierarchical systems —, are implemented by sharing and weakening each other.

6. | found that the strike activity of the attack towards the protected object and the loss caused
by it are also the output of the armed combat system, as the extent of this is influenced by the
operation of both subsystems.

7. Based on the verbal system description, | developed a system of indicators that is suitable
for describing the armed combat as a system and its subsystems, the inputs and outputs of attack
and defense, and the parameters of object and defense with the same metrics — material and moral
value.

8. I discovered that the value of resources coming into the attack and defense system from its
own cooperating environment, as their main input, is transformed into a resource value utilized in
the form of attack measurement and defense intervention during the armed combat, depending on
its course at the output of the subsystem, which is "transformed™ by the opposing "suffering”
subsystem or object into a loss value. From this | concluded that the value of the outputs of the
enclosing system can only be determined by considering the parameters of both subsystems.

9. To prove the applicability of the general model of armed combat, | have shown, on the
example of a specific form of its implementation, air defense combat, how to approach the practical
application of the procedure recommended above.

The reason why | developed the air defense system model first is, in addition to my research
attitude, that it is especially difficult to determine the degree of equilibrium in the case of air
defense combat, since the opposing parties also fight each other with different weapon systems and
combat procedures in their operating principle. Here, the effectiveness and efficiency of activities
such as the fight against intercepting fighter jets, robotic aircraft, anti-aircraft missiles and fighter
bombers must be compared., not to mention the growing importance of radio electronic combat
procedures. At the same time, the experiences of the Il. World War, and the local wars that have
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taken place since then proves that the fight against air defenses also has a decisive influence on
the effectiveness and duration of the defense combat of land troops.

10. Based on the model of air defense combat, | pointed out that the opposing parties are able
to intervene or strike each other at different nodes, however, the destruction of the elements of the
different subsystems and the interception of the exchange of information between them affect the
effectiveness of the system to different degrees, thus, the effectiveness of the intervention and the
different forms of strikes will also be different.

11. I drew attention to the fact that air defense can identify the elements of certain subsystems
of air attack with only a small probability, knowing only their position data. For to determine the
role of an aircraft in air attack system, its information and/or combat activities should also be
identified and information that can be obtained essentially by radio reconnaissance must be
assigned to position data. This is the only way to optimize the intervention, that is, to select the
combat action variant that promises the best effectiveness in the given circumstances.

12. For the structural study of the air defense system, | developed a complex test method that
allows a versatile approach to the system model. Accordingly, | presented in its context the tasks
of the air defense system, the organizational structure of their implementation, and the resulting
functional structure.
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7 THESES OF THE DISSERTATION

I. The armed combat between a defense system that protects an object and an attack system
that seeks to destroy, capture, and/or occupy it forms a cybernetic, non-hierarchical, antagonistic-
conflicting large system that can be characterized by the following system features:

al its subsystems are the system of attack and defense;
b/ its inputs are the resources of the two subsystems;

c/ the outputs are the losses of the subsystems caused to each other and losses caused of the
object caused by the attack;

d/ internal feedbacks of the armed combat system are generated by mutual information
acquisition and combat activities between the two subsystems — offensive strikes and defense
interventions;

e/ the purpose of the system, which both subsystems seek to achieve, is to eliminate itself.

Il. To describe the mathematical model of armed combat as a system based on the most
expedient indicators transformed into the same dimension — material and moral values. One form
of this could be to define the value of the technical and human resources and losses that make up
the inputs and outputs, as well as the resources that generate internal feedback and are used for
mutual information and combat activities.

I1l. In order to objectively determine the value of human resources, it is appropriate to
introduce a moral multiplier, which may be based on a comparison of the expenditure required for
the fully automated execution of the tasks performed by the personnel in the armed combat with
the cost factors of the actual expenditure, such as training and supplies.

IV. Describing armed combat as a system of a cybernetic nature makes it possible to apply the
rich methodologies and tools of cybernetics, which facilitate the investigation and computer-aided
simulation of combat models that meet different conditions.

V. Since the purpose of the armed combat is to eliminate itself, the balance of the system is
established, that is, the combat ceases when:

a/ the total value of losses and expenses incurred by any of the subsystems reaches the total
value of the resources available to that subsystem, therefore, the mutual fighting ceases;

b/ the value of the losses of any of the subsystems reaches what it considers to be realistically
tolerable and therefore "voluntarily” ceases its own combat activities;

c/ the attack subsystem achieves its purpose related to the object, or suffers losses to such an
extent that it is no longer able to perform its tasks related to the object, therefore it does not want
or be able to continue further combat activities.

In case a/, the system of armed combat operates according to its own "self-laws" and only
achieves its goal if one of its subsystems is completely paralyzed. In reality, this would mean
applying the "last cartridge” or, in principle, the "kamikaze" principle, therefore, this model variant
should only be addressed in order to draw theoretical conclusions.
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The b/ model variant can be used if we know the combat procedures and the value of the
resources of the two opposing parties, as well as their effectiveness and we want to predict the
expected outcome of the fight.

The model corresponding to case ¢/ can be used in determining the degree of "sufficient
protection” balance. In this case, it can be determined by knowing the value of the attack resources,
their effectiveness, and combat procedures, the level of resource values that protection must have
for specific efficacy data and combat procedures in order to the attack does not yet have a chance
to successfully perform its tasks on the object.
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8 ISSUES REQUIRING FURTHER RESEARCH BASED ON THE
RESULTS OF THE DISSERTATION

1. Elaboration of the methods of statistical data collection and processing required for the

resource value model, for the case of certain, concrete forms of armed combat.

2. Development of a detailed, verbal and mathematical model of certain concrete forms

of armed combat.

3. Development of computer simulation software systems based on mathematical models

for some specific forms of armed combat.

4. Development of algorithms for the operation and optimization of each subsystem in

certain concrete implementations of armed combat.

5. Development of computer combat planning and decision-making program systems

applicable to certain specific forms of armed combat.

6. Research on the application possibilities of the proposed model for the study of

competing systems in economic life.
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